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products or the programs described in this publication at any time.

Good Technology, Inc.

4250 Burton Drive

Santa Clara, CA, 95054

Tel. (408) 327-6000 Fax (408) 327-6001
Web site: www.good.com

Printed In USA.

Be Good. Be Safe.
Please do not use while driving or engaged in any
other activity that requires your full attention.
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Preface

Thank you for choosing GoodAccess™, a new addition to Good
Technology’s suite of wireless messaging and application access
products.

This preface discusses the objectives, audience, and organization, and
conventions used in this guide. It also describes how to get additional
information about Good products and services.

Audience Definition

This guide is written for system administrators who install and
maintain GoodAccess Server and prepare Good Access handheld
devices for users. It includes information for application developers
who plan to customize corporate applications for GoodAccess.

To install Good Access, you should be familiar with:
* Microsoft® Windows Server 2000®

e Pocket PC handhelds running Windows Mobile 2003® software or
Treo 600™ Smartphone handhelds (or other supported

handhelds) running Palm OS® 4.1

e GoodLink™ Server, GoodLink Management Server, and
GoodLink Management Console

* GoodLink applications
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To develop GoodAccess applications, you should also be familiar
with HTML, WML, XML, and XSLT standards. Good Technology
also recommends (but does not require) you to be familiar with Java2
Platform Software and Java Server technology.

Organization

This guide is organized into the following chapters:

xii

“Overview”— describes Good Access features and product
components. It also includes a high-level overview of GoodAccess
system architecture.

“Server Installation”— describes information you need to gather
before starting an installation. It also describes how to install
GoodAccess Server.

“Managing GoodAccess Server”— describes how to use
GoodAccess Server Console to view and manage server features.
It includes information on how to enable user accounts on the
server.

“Preparing User Handhelds”— describes how to prepare user
handhelds for Good Access.

“Using Push Technology”— describes how to use push technology
to send messages and alerts to GoodAccess handhelds.
“Developing and Extending Applications”’— describes how
application developers can prepare and integrate internal
corporate applications for use with GoodAccess handhelds.
“Server Configuration Parameters” — describes additional
configuration options you can use to customize Good Access
Server.

“Developer’s Reference”— includes detailed information on
GoodAccess system variables, HTML limitations, and other
reference material useful for application developers.
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Documentation Conventions

This book uses the following conventions:

Italic text

Represents examples of text that appears on a screen or in a file.
Also represents filenames, directories, and command variables.

Boldfaced Italic text

Represents variables that are dependent upon your system
configuration. For example, GoodAccessAdmin, indicates the
account you use to run GoodAccess Server.

Bold text

Represents commands, buttons and other items that you select.

For example, click Next to view the next screen in the Good Access
installer.

GoodAccess Documentation Set

The GoodAccess documentation set includes:

GoodAccess Administrator’s and Developer’s Guide (this manual)

Includes an overview of GoodAccess features and includes

installation instructions for Good Access. Also includes

information on managing GoodAccess Server and developing

applications to work with Good Access.

GoodAccess Server Help

To access server Help, click the Help link in the top right corner of

the GoodAccess Server Console.

GoodLink User’s Guide

This book includes a chapter about using GoodAccess on a

handheld.

GoodAccess Handheld Help

The Help system on your handheld includes a topic about using

GoodAccess.

e To access device Help on Palm OS handhelds, open
GoodAccess and choose Help from the Options menu.
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e To access device Help on the Pocket PC, open GoodAccess,
then choose Help from the Start menu.

B o T ouee ] e T oo Jsmencosn] rusn | awn
-

]

Main > Help? —— Click here for Help
GoodAccess Server Console
Welcome to GoodAccess Sener Consolel Use this ool to manage server on GoodAccess
configuration, enable users for GoodéAcress, and manage cantent pushes. Server.

Changes made through this console take effect immediately and are saved in
the server's property file. For detaled instructions on using the console, click
Help to open the GoodAccess Administrator's & Developer's Guide

Server Settings

Version
Host RIPC o
Server . 7017 GoodAccess - On a Palm OS
Location " Help for GoodAccess handheld open
Property File 5 10018m Files'GoolThic ocrean contains information ’
Seercarfgprops |11 GoodAccess then
s Intraduct choose Help from
oadAccess: Introduction :
oodAccess: Procedures and Tasks the Optlons menu.

oodAccess: GoodLink Integration
oodAccess: Options
oodAccess: Keyboard Shortouts

L ER L ]
Recent Pragrams
% Today

B3 Good Calendar
E Good Compose
&= Good Contacts
f&3 Good Email
) Good Notes
2] Good Tasks
{5 GoodAccess

e Internet Explorer

@ Phone On a PPC handheld,

%ZZE:E:S open GoodAccess,
then choose Help

[ Find

.~ from the Start Menu.

For More Information

For more information about GoodAccess and other GoodLink
products, visit the Good Technology Web site at http://www.good.com.

Note: Additional documentation from Good Technology is included
on the GoodLink product CD.
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1 Overview

Welcome to Good Access, the enterprise solution from Good
Technology, Inc. that provides wireless access to back-end systems.
The Good Access wireless system enables companies using GoodLink
to extend valuable data sources — such as enterprise applications,
intranets, and public Web sites — to mobile users.

— Console for
GoodAccess

Traffic Visualization Server

This graph shows GoodAccess Server trafic for the past 7 days

Jurmp to; 0
- Advanced 1
Settings L s
E o
1500 < dE133
[ Show Date:
3 : : : 3 3 ) iecome 1o GooiAeoase
g & & & & £
5 5 8 & ® @ <> Downloads
[ g 3 g 4 i g [ vy wriersplus, comiGoodT est
GoodAccess & F OE OB % % [
Offline Docs O Show Date Da [ vwos s, aovf
Incoming ” 8 mwgteconf — GoodAccess
* <> Saved pages
’{)60\'\:"&::'00!':: ;0 Goodficcess g ;ahko:“ C;HeieLE\tGrad Schoal on a Pocket
erkeley Book Lis
Saved pages < Study i PC handheld
[] Press Release [ Tutorial
] Good Technalagy < Bookmarks
Sales Meeti (&) Home URL
J“B::k":e ings GOOdACCeSS (&) Tabls of Contents
Bookmarks onaPalmOS il S -
Trage G- PR H
[zl Yahoo! handheld
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Overview

Working in conjunction with your GoodLink Server and
applications, the Good Access system includes:

e GoodAccess Server for accessing corporate and public Web-based
data sources.

* GoodAccess software running on wireless handhelds for
requesting and submitting data.

Unlike microbrowsers, Good Access is optimized for accessing data
over today's wireless networks and doesn't require a continuous and
synchronous connection. Mobile users can request or submit
information quickly and easily by using GoodAccess applications on
a handheld, and receive responses while working on other tasks.
Users can also view information offline to maximize productivity.

An example of using GoodAccess to wirelessly access a corporate directory

;’5")’ GoodAccess

-
(=] Corporate Directary
Directory Lookup —» Smith, &den [409) 765-5632
Erter any combination of fields below: Smith, Akins [605) §65-0093
Smith, Beverly L. (5507 865-7300 x12
Last Mame: Joe Smith, John Jog [808) 534-4433
First Mame: Simith Smith, Mary Jane  (408) 233-9090 x354
Department: Marketing Smith, Michael (2100 477-05876
Smith, Parker (754) BEI-0067
Smith, R.L. (2107 540-4000 x34651
Perform Lookup Smith, Yeronica (808 765-9957
(=ent to company .com)
I+
0] i

Erage @ |« FRE HEH-

Mobile users request information GoodAccess delivers information from
with GoodAccess running on a Web-enabled enterprise or public data
wireless handheld. sources to handhelds.
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Corporate developers can use standard Web tools to adapt and
extend existing applications for use with GoodAccess. Good Access is
based on standard Web technologies, including XSLT, XML, CGI,
and HTTP(S). GoodAccess applications can be easily distributed via
GoodAccess transport to users' handhelds. Installation is simple and
fast—users click one URL link to access the application and can begin

using it immediately.
CRM, SFA, FFA Enterprise @
Applications "

Enterprise Data Internet Applications

-
GoodLink

GoodAccess Firewall GoodAccess

Applications Server

GoodAccess connects wireless handhelds to Web-enabled enterprise and public data

In addition to user-initiated data access, the Good Access system
enables administrators to configure and proactively push messages,
web pages, and other types of documents to user handhelds.
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Overview

Key Features and Benefits

The following sections summarize key features and benefits
provided by GoodAccess.

Access to Back-End Systems from a Handheld

Displays existing HTML and WML pages on a handheld.
XSLT transformations can filter and extract content to display
relevant information only. The following transformations are
provided out of the box:

e Compressed HTML (to remove unnecessary content)

e Tables replaced with bulleted lists

e Images removed

Administrators can enable or disable transformations as desired
or specify transformations for large pages only.

Custom transformations can be developed to meet specific
business processes and needs.

GoodAccess can be integrated with back-end workflows to push
alerts and information directly to the handheld. For example,
technical bulletins can be re-broadcast automatically when
content changes.

Optimized Delivery

Delivery of information is optimized for slow networks with
unreliable coverage:

Web content is compressed to reduce page load time.

For often-viewed pages, Good Access manages differential data and
returns changes to pages, rather than reloading the entire page.

Transformations eliminate the loading of unnecessary content.
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Key Features and Benefits

Enhanced Mobile User Experience

Taking advantage of background processing, users can multitask
by downloading content while checking email, viewing saved
information, or completing other tasks on the handheld.

Users can store documents and other items offline, then view
information while out of coverage. Information can be submitted
into forms while offline; the content is automatically saved in the
back-end system when the user connects to the network.

Users can receive information on their handheld that is pushed

immediately out to them or sent on a scheduled basis. Information
is queued if a users is out of coverage.

State-of-the-Art Security and Authentication

Messages are encrypted on GoodAccess Server (using triple-AES)
and decrypted only when they reach the designated handheld.
Encryption keys are stored on the customer’s exchange server and
on the device.

Encryption keys are rotated on a configurable cycle time.

SSL communications are provided for connections from

GoodAccess Server to the Good Operations Center (also called

GoodLink Data Center).

Good Technology (and related suppliers) cannot read your

enterprise traffic. The system cannot be wiretapped.

A three-way authentication process occurs between Good Access

Server, Good Operations Center, and handhelds.

Handheld security includes:

e Advanced password protection (SHA-1, a one-way hashing
algorithm)

e Remote handheld data protection. IT managers can wirelessly
erase data from the handheld and terminate access.

GoodAccess Administrator’s & Developer’s Guide 5



Overview

GoodLink Integration and Compatibility

GoodAccess leverages the same security and transport layer as
GoodLink.

GoodLink and GoodAccess share installation and administration
tools.

Users familiar with the GoodLink interface can quickly learn to
use GoodAccess.

Powerful System Management and Administration

With the walled garden feature, system administrators can limit
user access to a specific set of sites and systems.

System administrators can import user information for quick
setup. User data can also be exported.

To monitor handheld traffic volume, administrators can view
global statistics for a particular Good Access Server.

GoodAccess Server supports a watchdog service to monitor server
status and proactively restart the server (if stopped).
Administrators can configure the frequency of checks, the number

of restarts, interval between restarts, and the notification email
address.

To support remote provisioning:

e If GoodLink is installed, administrators do not need to re-
cradle devices to install Good Access. Both cradled or non-
cradled activation is supported.

¢ No data is lost if power is lost on the device.

Administrators can access a Web-based console for system to
enable users, track handheld connection status, and so on.
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Key Features and Benefits

Reliability and Scalability

e Redundant network architecture supports enterprise-class
reliability. There is no single point of failure in the Good
Operations Center and the infrastructure is self-healing.

e The Operations Center is designed for expansion and enterprise-
class scalability. Good Access Server scales to support up to
hundreds of users.

* Good Technology’s Operations Center proactively monitors
potential impacts to the data center. Traffic between Good servers
and Operations Center is also monitored. Alerts are sent to the
administrator if message flow is discontinued.

Industry Standard Support

The XSLT transformation engine leverages existing tools and
standards for optimizing layout and content integration on small-
screen devices. This includes:

e Content support for HTML, WML
e JavaScript and WMLScript scripting languages

e HTTP support, including Netscape-style Cookies, HTTP Basic
Authentication, and standard Cache control directives

e XSLT-based transformation development and customization
e PAP protocol for push messaging

GoodAccess Administrator’s & Developer’s Guide 7



Overview

System Architecture

The following illustration shows GoodAccess Server and
GoodAccess handheld software integrated with your overall
GoodLink network.

User Handheld

User’s Outlook GoodLink Manage- Wireless Network
ment Console
I A

Microsoft Exchange GoodLink Manage- I

Server “—” ment Server

v

GoodLink Server Operations Center

& Good Mgt Portal
I A
Corporate Firewall Ops Center Firewall I

Ly | Internet
HTTPS HTTPS
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System Architecture

GoodAccess Server

GoodAccess Server is built with Java Server technology. It includes:

GoodAccess Server Console

The server includes an HTTP-based management interface for
server administration. You can access the console interface from
any host on your network that runs Internet Explorer or from a
GoodAccess handheld (if you have the appropriate access
permissions).

Push Management

The server includes a Push Management system to support
command line tools that can submit, cancel, and determine the
status of pushed messages.

Wireless Network Subsystem

This server subsystem controls wireless transmissions between
the server and the handheld. This subsystem communicates with
the Good Data Operations Center to ensure continuous, reliable
message delivery.

Logging Subsystem

The server supports an extensive logging facility you can use to
view detailed server activity as well as troubleshoot problems that
may occur.

Application Development Tools

The server includes an intelligent XML /XSLT transformation
engine for graceful conversion of page content. You can develop
your own applications to take advantage of these built-in
transformations, or create transformations of your own.

GoodAccess Administrator’s & Developer’s Guide 9



Overview

GoodAccess Server

Web Server
Interface

GoodAccess Server
Console

Transformation &

Conversion Engine

Push Management

Wireless Network
Subsystem

Handheld Software

GoodAccess on Handheld

Browser Interface

Secure Request &
Response Processing

»

Rendering Engine

<
<«

Document Storage

Wireless Network
Subsystem

GoodAccess client software resides on the user handheld. It includes
a rendering engine and browser interface for displaying pages and
documents. Handheld software also includes a document storage
system for storing and retrieving pushed documents.

GoodLink Integration

GoodAccess is fully integrated with your existing GoodLink

installation.

¢ GoodAccess handheld software is bundled with GoodLink 3.7
applications. It exists as a co-resident on the same wireless

handheld.

* GoodAccess Server works with your existing GoodLink
installation. Servers reside on the same corporate network, and
communications are handled through the Good Operations

Center.

10
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System Architecture

Security Infrastructure

Leveraging the GoodLink infrastructure, GoodAccess offers a
complete, encrypted, end-to-end secure system.

First, a unique encryption key is generated and maintained for each
user and stored on the handheld. Good Technology uses encryption
technology standards to encrypt and decrypt all synchronizing
messages and data exchanged between the user’s corporate account
and handheld. Second, data flows between GoodAccess Server and
the Operations Center over the Internet using the HTTPS protocol.
HTTPS provides secure communications through corporate firewalls
using SSL. In this communication scheme, the Operations Center,
which is identified by its URL, can be thought of as the server and
GoodAccess Server as its client in a client/server relationship over
the Internet.

Wireless key update enhances the security of the overall system by
updating the key automatically every 30 days (configurable) from the
date of handheld setup. The new key is sent to the handheld
wirelessly and silently installed. Messages that are sent before the
new key are decrypted with the prior key, and all messages that
follow the new key are decrypted using it.
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Overview

12 GoodAccess Administrator’s & Developer’s Guide



2 Server Installation

This chapter provides detailed instructions for installing Good Access
Server.

Important: The instructions in this book assume you have already
installed GoodLink Server, GoodLink Management Server, and
GoodLink Management Console (version 3.7 or higher).

Installation Roadmap

To get your users up and running, you will need to perform the
following tasks. Each task is explained in detail in the following
chapters.

e Review and perform pre-installation tasks.

e Install GoodAccess Server (includes Good Access Server Console).
e Start GoodAccess Server.

e Enable user accounts on GoodAccess Server.

e Prepare and activate user handhelds.
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Server Installation

Important: Good Access handheld software is bundled with
GoodLink 3.7 or later. For convenience, you can install Good Access
software on user handhelds before you install Good Access Server.
Later, when GoodAccess Server is available, you can enable/activate
GoodAccess software on the handhelds. Review the information in
“Preparing User Handhelds” on page 61 before making a final
decision.

Preparing to Install

Before you install Good Access Server, there are some pre-installation
tasks you must complete to set up installation accounts, host
software, and so on. See the rest of the section for details. As you
perform preinstallation tasks, use the following checklist to record
your activities.

Installation Checklist

Component Information Requested Values
GoodAccess Server Host machine

Login Account &

Password

License Key
Installation Directory

Log Directory
Cache Directory

Good Operations URL Address

Center HTTP Proxy Server
(if required)

GoodLink Management Host machine name

Server

GoodAccess Users Handheld ID Prepare a master list for
Email address each user who requires

access to Good Access.

GoodLink Account [1Yes
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Getting A License Key

To install GoodAccess, you need a license key for the server.

In some cases, both serial number and license key are contained in
email sent to you by your sales representative. Otherwise, follow this
procedure to obtain the key:

1. Find and record the GoodAccess serial number and code number
printed on a label on the GoodLink Server box and/or jewel case.

2. Go to http:/ /www.good.com/gsc to obtain the license key for
your GoodAccess Server.

a. Click the link to obtain a server license key.

b. Enter the GoodAccess serial number (s/n) and code from the
label on the GoodLink Server box and/or jewel case into the
appropriate fields.

c. Fill in the email address where you would like the server
license key sent.

d. If you do not already have a Good Operations Center account,
fill in the required information and select a password. The
Good Operations Center allows you to monitor your hand-
helds and servers.

Once you've entered the necessary information, Good will register
your GoodAccess Server. The server license key will be displayed
at this time (only) in the Good Operations Center and it will be
emailed to the email address you specify.

3. Record your serial number and license key on the installation
checklist.
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System Requirements

Before you install Good Access Server software, make sure the host
machine meets the following requirements.

Host requirements:

Pentium III

800 MHz (minimum)

512 MB RAM required (1 GB recommended)

8 GB hard drive space free for GoodAccess Server

Required minimum LAN speed for Good Access Server: 10 Mb/s.
Windows 2000, SP4 or Windows 2003

Additional requirements:

16

GoodAccess Server must be installed on a network running
GoodLink Server, GoodLink Management Server, and GoodLink
Management Console, Version 3.7 or higher.

GoodLink Management Server should be in the same Windows
domain as GoodAccess Server. Otherwise, a “trust” relationship
must be created between the GMS domain and the domain
GoodAccess Server runs in.

If desired, you can install Good Access Server on the same host as
GoodLink Server. However, for production environments, Good
recommends installing Good Access Server on its own host. You
cannot install GoodAccess Server on the same host as GoodLink
Desktop or the GoodLink Management Console.

You can install Good Access and GoodLink Forms (formerly called
GoodInfo) on the same network. You do not have to uninstall
GoodLink Forms to use Good Access —just make sure you don’t
use the same server name for both.

Important: If you plan to use a combination of GoodLink Forms
and GoodAccess applications, make sure your handheld devices
and wireless carriers are supported by both GoodLink Forms and
GoodAccess.
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e The server host machine must have Internet access. They should
be able to connect to http port 443 (secure https).

To check this, use a browser with proxy settings disabled on the
host machine to connect to a secure remote location. You can use
secure port 3101 or 4663 as an alternative to port 443.

You can also configure your firewall to allow communication
between GoodAccess Server and a block of servers at the Good
Operations Center in the IP range 216.136.156.65 to 216.136.156.96,
inclusive.

e Before installing the server, ensure that the host machines’ time
and date are set to your network's correct time and date.
Otherwise, errors such as a Security Alert regarding a problem
with the site's security certificate may occur.

e The host for GoodAccess Server must be able to connect to the
Web servers or application servers that GoodAccess applications
are designed to access. To check the connection, use a browser on
the GoodAccess Server host to connect to the Web servers or
application servers.

Using a Proxy Server

You can use an approved proxy server to communicate with Good
Operations Center if you are unable to grant access via your firewall.
The proxy server can be configured without granting additional
access on the firewall.

There are several ways to set up proxy support for GoodAccess
Server:

e Prior to installation (recommended method)
» During installation (if supported by the installer)

e After installation (recommended only for test installations)
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Prior to Installation

1. Before installing GoodAccess Server that is to be proxy-enabled,
the following steps must be performed on the server host machine:

e

o

a. Right click on My Computer and select Properties.
b.

Click the Advanced tab.

Click the Environment Variables button.

Under System Variables click New.

Enter OverrideURL as a new variable name.

If HTTP/1.1 Basic Authentication is required, enter:

proxy://proxyuser:proxypasswd@proxyserver:proxyport/https://
xml02.good.com/

as the value, where:

proxyuser is the username to use with HTTP /1.1 Basic
Authentication for authenticating to the Proxy.

proxypasswd is the password to use with HTTP /1.1 Basic
Authentication for authenticating to the Proxy.

proxyserver is the DNS name of the proxy server to use.
proxyport is the port of the proxy server to use.

If HTTP/1.1 Basic Authentication is not required, enter
proxy://proxyserver:proxyport/https://xml02.good.com/
as the value, where:
proxyserver is the DNS name of the proxy server to use.

proxyport is the port of the proxy server to use.

2. Reboot the machine to activate the new setting.

18
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During Installation
During installation (if this option is available) you can enter the URL

Address for the Good Operations Center that supports Good
products installed on your network. For example:

[http | https]:/fhost:port/

Where host is the Good Operations Center host and port is the port
you use to connect to the host. You can connect using either an http or
https connection.

To use a proxy server, enter the following instead:

proxy://proxyuser:proxypassword@proxyserver:proxyport/[http | httpsl://
host:port/

where proxyuser and proxypassword are the login account and
password for the proxy server, proxyserver is the host name (or IP
address) of the proxy server, and proxyport is the port you use to
connect to the proxy server.

The installer will create an OverridelURL environment variable that
uses this connection information for the proxy server.

After Installation
Note: This method is not recommended in a production environment.

If you set up a proxy server after installation, you must change the
registry setting under HKEY_LOCAL_MACHINE. SOFTWARE. Good
Technology. GoodAccess Server. Host Network Address = proxy://
proxyUser:proxyPassword@proxyHost:proxyPort/[http | httpsl://
host:port/
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Rules and Limitations

The following rules and limitations apply if you want to use of a
proxy server with GoodAccess Server:

Uninstall does not remove or reset the OverrideURL environment
variable. Ensure that it is updated appropriately before
GoodAccess Server is installed.

The proxy server must be configured to allow at least 5 minutes of
idle time before timing out GoodAccess Server connections.
The usernames and passwords for connecting to the proxy server

[RE]

must not contain "', '@ or '/' characters.

See “Outgoing Proxy Support” on page 159 for more information on
setting up proxy servers.

Multiple Server Issues

Important: If you have more than one GoodAccess Server installed
on your network, remember that:

20

Each GoodAccess Server has an HTML interface (called the
GoodAccess Server Console) you can use to enable users for
GoodAccess. There is a separate console for each server host.

Unlike GoodLink, users enabled on GoodAccess Server have
account information stored with a specific GoodAccess Server.

You cannot use the GoodAccess Server Console on one
GoodAccess Server to enable users on another GoodAccess
Server.

To move a user to another GoodAccess Server (for example, in
case of server failure), you must first disable the user account on
the current server, then reenable the user account on the
replacement server. See “Moving Users” on page 46 for more
information.
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Any configuration changes you make with GoodAccess Server
Console apply only to the server whose console you are using.
These configuration settings are stored locally on the server.

If you have more than one GoodAccess Server on the network,
make sure their server configuration settings are compatible.

Push messages for a particular user must be directed at the
GoodAccess Server where the user is enabled.

Creating Installation Accounts

GoodAccess Server runs as a service under a Windows NT user
account that is set up for the server. In this guide, the example user
account is called GoodAccessAdmin, but an existing account such as
the GoodAdmin account can also be used.

To create a Windows NT account using Active Directory Users and
Computers:

1.

Using a Windows 2000 account with administrative privileges, log
in to the host computer where you want to install Good Access
Server.

Choose Programs > Administrative Tools > Active Directory
Users and Computers.

In the Tree pane, select the Windows NT domain for the new user
and choose Users.

Choose New > User from the Action drop-down menu.
Fill in the New Object - User dialog box.

As an example in this guide, the account for the Good Access
Server user is GoodAccessAdmin. The name you use must be
unique.

Click Next.
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. Enter and confirm a password for the new user.

The password is case sensitive. If selected, deselect the User Must
Change Password at Next Logon option and any other selected
options. Select the Password Never Expires option.

8. Click Finish.

10.

11.

12.

13.

14.

15.

22

Double-click GoodAccessAdmin in the user list or select
GoodAccessAdmin, right-click, and choose Properties from the
context menu.

In the GoodAccessAdmin Properties window, click the Member
Of tab.

Using the Add button, go to the Select Groups window, select
Administrators and click Add.

Click OK to close the Select Groups window. Click OK to close
the Properties window.

GoodAccessAdmin is added to the appropriate group and given
the necessary permissions.

Choose Start > Programs > Administrative Tools > Local
Security Policies.

Expand Local Security Policies and select User Rights
Assignment.

Confirm that the GoodAccessAdmin account has the Log On As
Service right. If this right is missing, add it by double-clicking it
and clicking Add, and then selecting the GoodAccessAdmin
account and clicking Add:

Important: If the Log On As Service right is missing, the
installation or subsequent GoodAccess Server operations will fail.
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Installing GoodAccess Server

Use the following procedure to install a Good Access Server. Repeat
the procedure for additional servers as needed. Each server can
manage handhelds distributed across multiple GoodLink and
Exchange servers. You can assign handhelds to Good Access Servers
according to the organizational scheme most convenient to you.

1.

Log in using the new administrative user account
(GoodAccessAdmin) you created for Good Access Server.

Make sure the Services control panel is closed.

3. Insert the GoodLink CD. GoodAccess Server software is included

on the GoodLink Server CD.

An autorun program will launch the installation program. If you
don’t use autorun, start setup.exe from the CD root.

A setup screen appears with a list of items you can install. Click
Add/Remove for GoodAccess Server.

Installation files are extracted from the CD and an installation
wizard appears.

Follow the installation instructions. Click Next to proceed to the
next screen. Click Back to return to a previous screen.
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GoodAccess Server Installation x|

GoodAccess Server Installation

GoodAccess Server Installation x|

License Agreement

=
Please read the following License Agreement. Use the serollbar to view the complete
agreement
Sofvae Doerse GoodAccess Server Installation x|
GoodA [TH) Server Registrati i
Gooddccess Server ! ,

X

PLEASE READ THIS

DOWNLOADING, IN
Enter your license key, serial number, and & name for the GoodLink[TM) Server. For example,
v DOWNLOADING  Licenze:  B382.A561-0950-E588-EB46-3308
BE BOUND B THIS  Senial Num: BADDDDDO7S
OF THIS AGREEMEI  Server

Doyouacceptalft  Lissnse  |BIB2-050-030-E688-5846-3308
will elose. To nstall th

[rstallhield Serial hum [BADDOOO07S

Sewver  |GA-SERVERT

Iistall5hie!d

< Back Nest > Cancel

Installation information you specify includes:

Installation Information

Item Description

License Agreement To proceed with the installation, you must
accept the terms of the Good Technology
software license agreement by clicking Yes.

Server Registration Enter the GoodAccess serial number and site
license key.

Server Name Enter a descriptive name of your choice for
GoodAccess Server. This name will appear in
the GoodAccess Server Console. The name can
be up to 16 characters long. No spaces allowed
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Installing GoodAccess Server

Item
Good Network URL

GoodLink Management
Server Host

Server Location

Log Directory

Cache Directory

Description

Enter the URL Address for the Good
Operations Center that supports Good
products installed on your network.

After you enter this information, the
installation program contacts the Operations
Center, confirming the ability of the host to
make the connection, and then validates the
license key and serial number that you have
provided.

Enter the host name or IP address of the
machine that runs the GoodLink Management
Server for your network.

Accept the default installation directory for
GoodAccess Server software or browse to
select a different location. If you select a
directory that doesn’t exist, the installer will
create one for you.

Set the location of the directory to store server
log files. You can store log files on the server
host or on another host. If you select a
directory that doesn’t exist, the installer will
create one for you.

Set the location of the cache directory. This
directory stores handheld data
synchronization files created by the server.
You can set the cache directory on the server
host or on another host. If you select a
directory that doesn’t exist, the installer will
create one for you.
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Installation Information

Item Description
Windows NT Account Enter the Domain, Login Name, and Password
Information for the Windows user account you're using to

install GoodAccess Server. For example:

Domain\ Good AccessAdmin
opensesame

This information is used to install Good Access
Server as a service and start (or stop) the
services.

Note: The domain and account names are not
case sensitive, but the password is.

When you have finished entering the required installation
information, the installation wizard displays a summary screen of
the information you have entered.

GoodAccess Server Installation

Start Copying Files

Fieview settings before copying files.

Setup has enough information to start copying the program files. 1F you want to review or
change any settings, click Back. If you are satisfied with the settings, click Mest to begin
copying files.

Current Settings:

GoodAccessServer ;I
Goodéccess Server

Windows® User : ExchDomaingoodadmin

Good(T k] Metwork location : https: /4«ml0

Installation Directory for Gooddccess Server : C:A\Program Files\Good TechnologyiGoods:
Log directory location : C:A\Program FileshGood TechnologyhGooddccess Servertlogs

Cache directory location : C:5\Program Files\Good TechnologytGoodiccess Serveridbdirs
Common directory location : C:\Program Files\Good Technologycommon

v
1| | 3

IrnztallShield

< Back | Mest > | Cancel |
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1. Check to make sure the information is correct, then click Next.

When installation is complete, a prompt appears.

GoodLink Server Setup

Installation Complete

2. You can start the Good Access Server service now, or wait and
customize server configuration, then start the service.

See the following sections for more information.
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Note: During installation, Good Access Server is automatically
configured to use the MS Windows service recovery feature. In
case of unexpected failure, this feature will automatically attempt
to restart the service.

Services 10l =|
| action  yiew |J<--b| 0 |@|J » B Il m |
Tree I Mame 7/ | Descripkion | Stakus | Startup Type | Log On As;l
@ Services (Lacal) %Event Log Logs event...  Started Autarmnatic LocalSyste
%Fax Service Helps you ... Manual LocalSyste
e Manual SPRIMNG
%HID Input Service Started Automatic LocaISysttJ
%Indexing Service Manual LocalSyste
%Inte - - ; - ; =
_ i 3
Tarn _I_I
%Iom Generall LogOn  Recovery | Dependenciesl
%Iom
%ng Select the computer's response if this service fails.
%Log . .
First failure: i -
%Log E IHestart the Service J
Mes Second failure: IHestart the Service j

Subsequent failures:

ID days
|1 minutes

Fieset fail count after:

Fiestart service after.

Fur file
File:

I Browse... |

Lommand|line parameters:

™| &ppend fail count to end)of cormmand line (/fail=521 2]

Eestart Computer Dptions... |

o1

Cancel | Apply |

If you want to view or change Recovery settings, open the
Services control panel and select the GoodAccess Service. Then,
choose Properties > Recovery from the context menu. (For more
information about service recovery, see your Microsoft

documentation).
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Viewing Installed Files

After you install GoodAccess Server, take a quick look at the
installation directory. You should see the following directories and
files.

File Edit View Favortes Tools H ¥
s Back v = - | Qhsearch [YFolders
Address I[:l GoodAccess Server j @Go
[:Iapp E config props
"1 dbdir
[:Ijre
b
[:Ilogs
[:Imgmt
"Jpushdb
_ssl
17 object [57.2 KB [\ my computer 4

Viewing Installed Certificates

The Setup program automatically installs a certificate database that
includes trusted root certificates for accessing sites with https
protocol. To view the list of installed certification authority root
certificates, see the following file in the installation folder where you
installed GoodAccess Server:

install_dir/ssl/trusted.txt
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Customizing Server Installation

GoodAccess Server is ready to start after installation. However, in
some cases, you might wish to change a few configuration settings
before starting the service (for example, if you are using a proxy
server).

Server configuration is controlled by properties stored in a
configuration file, called the Good Access Server properties file
(install_dir/config.props).

To edit the file:
1. Locate the file in the server installation directory.

By default, this file is located in C:/Program Files/Good Technology/
GoodAccess Server/config.props

2. Make a backup copy of the file and set it aside for safe keeping.

A snapshot of the original server configuration
(config.props.backup) is included in this directory. You can use this
file to restore the default server properties. However, as you begin
to customize your installation, it is a good idea to make backups
as necessary to preserve the current contents of config.props.

3. Open the file with a plain text editor (for example, Microsoft
Notepad).

4. Change server configuration properties as desired.

5. Save your changes and exit the file.
For more information on changing server configuration, see

“Managing GoodAccess Server” on page 35 and “Server
Configuration Parameters” on page 121.
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Starting the Service
To start the Good Access Server service:
1. Open the Services panel.

2. Select GoodAccess Server and then click Start.

=lal x|
| action  view |J<--b| |@|J > m I m |
Tree I Mame  # | Description | Status | Startup Tvpe ;I
@ Services (Lacal) %Event Log Logs event...  Started Autarmnatic
%Fax Service Helps you ... Manual
ce Automatic
%HID Input Service Started Autarmnatic
%Indexing Service Manual
%Internet Connection Sharing  Provides n... Manual
%IPSEC Palicy Agent Manages I...  Started Automatic
%Logical Disk Manager Logical Disk,..  Started Automatic
%Logical Disk Manager Admin... Administrat, .. Manual
Messenger Sends and ...  Started Automatic
<| | o

After starting the service, you can check that it is operating

properly by:

¢ Opening the Windows NT Event Log. Information about
successful and unsuccessful server actions appears here. For

more information, see “NT Event Log and Good Operations
Log” on page 52.

e Using the GoodAccess Server Console to view server activities.

For more information, see “Managing GoodAccess Server” on
page 35.

3. Once the service is operating properly, you can enable user
accounts on the server and prepare user handhelds for
GoodAccess. See the following chapters for details.
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Stopping GoodAccess Server

Occasionally, you may need to stop GoodAccess services to reset
server properties, load new software, or troubleshoot server
problems.

Important: Stopping the server will interrupt user access. If you plan
to stop the server for more than a few moments, make sure you
reassign any handhelds managed by GoodAccess Server to a
different server. For more information, see “Moving Users” on
page 46.

To stop the Good Access Service:
1. Open the Services panel.
2. Select GoodAccess Server and then click Stop.

When you manually stop a service, the Windows automatic
recovery facility does not try to automatically restart the server.

Uninstalling GoodAccess Server

You may want to uninstall GoodAccess Server software from its host
machine. For example, if you want to move the server to a different
host or to install a later version of GoodAccess Server software.

Important: In a production environment, make sure you reassign
(either temporarily or permanently) any handhelds managed by
GoodAccess Server to a different server before uninstalling. For more
information, see “Moving Users” on page 46.

To uninstall GoodAccess Server:
1. Close all programs before proceeding with the uninstall.

2. Use the Services control panel to stop the GoodAccess Server
service.

Note: When you manually stop GoodAccess Server, the Microsoft
service recovery feature will not try to automatically restart the
service.
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3. After you stop the service, make sure you close the Services
control panel.

4. To uninstall GoodAccess Server software from a host machine, go
to the machine’s Control Panel window and double-click Add/
Remove Programs.

5. From the list of programs, select GoodAccess Server.

6. Click Change/Remove.

-0l
Currently installed programs: Sork by:lm
o% AOL Instant Messenger ;I
7] DelFin Media Yiewer Size 264KE
= GoodAccess Server Size 71.3MB
Click here for support information. Used rarely

Last Used On  11/24/2003
Ta change this program or remove it from your |
computer, click Change/Remave. change(Remave
i’ HP LaserJet 1200 Uninstaller

&l HTML Help Workshap Size 3.67MB
a Internet Explorer Q822925 Size 19,3MB
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7. Specify how you want to handle user configurations.

GoodAccess Server Installation

User Configurations

Chooze to preserve or delete user configurations. Perserving them will allow you to re-install or
upgrade this zerver without setting up and activating its managed handhelds again.

" Delete User Configurations

IrnztallShield

< Back | Mest » I Cancel |

User configurations includes the list of users who have been
enabled on the server.

Important: If you are uninstalling Good Access Server software to
upgrade to a new version, make sure you select Preserver User
Configurations.

8. Click Next to continue the uninstall.
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3 Managing GoodAccess
Server

This chapter describes how to monitor Good Access Server to ensure
server operations are occurring normally. It also describes how to
manage user accounts on GoodAccess Server. Topics include:

e GoodAccess Server Console
e Managing User Accounts

e Monitoring Server Traffic

e Controlling Site Access

* GoodAccess Logging System

» Best Practices (redundancy, backup, and recovery)
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About the GoodAccess Server Console

GoodAccess Server includes an HTML interface, called the
GoodAccess Server Console. You can use this interface to set server
configuration, manage access for user handhelds, monitor network
traffic, and so on. You can access the console from a standard Web
browser (such as Microsoft Internet Explorer). You can also use
GoodAccess software running on your handheld to access the
console.

- Main T Users T Tratfic TLogghg SileA[:[:essT Push T Adrmin
-
He

GoodAccess Server Console GoodAccess
Welcorme to GoodAccess Server Consolel Use this tool to manage server
configuration, enable users for GoodAccess, and manage content pushes. Server
Changes made through this console take effect immediately and are saved in Console
the server's property file. For detailed instructions on using the consale, click
Help to open the GoodAccess Administrator's & Developer's Guide.

Server Settings

Version
Host RIPC

Server
Location

ripcud172.17

ChProgram Files\Good Technology\GoodAccess
Servetconfig. props

Property File

Note: The console includes software developed by the Apache
Software Foundation (http://www.apache.org).

With the console, you can:

e Enable user access

Monitor server traffic

Configure Host and URL substitution

Send push messages and alerts

Set server logging properties
Note: Additional server configuration can be set in the GoodAccess

Server properties file (install_dir/config.props). See “ About Server
Properties” below for more information.
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About Server Properties

With few exceptions, the features available through the Good Access
Server Console correspond to properties in the Good Access
properties file, config.props.

Some server properties can be set either through the console or
directly in the config.props file. However, there are important
differences between the methods for setting properties:

e Properties set directly in the config.props file while the server is
running do not take effect until the server is restarted.

» Properties changed through the console take effect immediately
and are also saved in the config.props file.

Important: When you first install Good Access Server, the server
makes a backup of the server configuration file and saves it as
config.props.bak. You can use this file to restore the original server
defaults if desired. Also, as you make changes to server configuration
(using the Good Access Server Console interface or the config.props
file), make sure you keep a current backup copy of the file.
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Opening the GoodAccess Server
Console

Use the following procedure to open the console:

1.

38

Open a Web browser and enter the following URL:
http://hostname:port

where hostname is the host name of GoodAccess Server and port
is the port number.

The default port number 19001, but you can use the
admin.html.port property in the config.props file to change this
value.

A login screen appears.

Enter the user name and password for the console and click OK.
When you first login to the console, use the following values:

Login: admin
Password: admin

Note: Console login and password are defined by the
admin.html.username and admin.html.password properties in the
config.props file. To maintain system security, Good Technology
recommends you change the default login and password. For
more information, see “Administration” on page 57.

The server console appears.

- Main T Users T Traffic TLogghg Si(enccessT Push T Admin
-

Main = Help?
GoodAccess Server Console
Welcome to GoodAccess Server Consolel Use this tool to manage server
configuration, enable users for GoodAccess, and manage content pushes
Changes made through this console take effect immediately and are saved in
the server's property file. For detailed instructions on using the console, click
Help to open the GoodAccess Administrator's & Developer's Guide

Server Settings

Version
Host RIPC

Server

Location ripcurlA172.17

CAProgram Files\Good Technology\GoodAccess

Property File Sererconfig.props
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3. Click the tabs to view status information and set attributes and
configuration properties that are not on the Main page.

Server Console Pages

Tab Name Information Displayed

Main Shows general information about the server including
hostname and software version number.

Users Shows enabled and disabled GoodAccess users. Use this

page to enable access for user handhelds.

Traffic Shows HTTP request and response traffic volume sent
between wireless handhelds and the server. You can also
use this page to configure traffic display options.

Logging Enables or disables log files for common server
components.
Site Access Enables you to:

— Limit internet access (set Walled Garden) for users by
disabling the Go to Web Address command on
handhelds.

— Set the default home page for handhelds.
— Enable URL and hostname remapping for URL requests.

Push Enables you to send and manage push messages to users
enabled on server. For more information, see “Using Push
Technology” on page 67.

Admin Enables you to manage login information for the

GoodAccess Server. You can change the default
administration login and password for the server and
allow additional users to perform server administration.
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Main

The Main tab of the server console displays general information
about GoodAccess Server. This includes hostname, software version,
and location of the server properties file (config.props).

- Main T Users T Traffic TLogghg SiteAccessT Push T Adrnin
-

Iain > Help?
GoodAccess Server Console
Welcome to GoodAccess Server Consolel Use this tool to manage server
configuration, enahle users for GoodAccess, and manage content pushes
Changes made through this console take effect immediately and are saved in
the server's property file. For detailed instructions on using the console, click
Help to open the GoodAccess Administrator's & Developer's Guide

Server Settings

Version
Host RIPC

Server

Location ripcurl172.17

C:AProgram Files\Good Technology\GoodAccess
Serverconfig. props

Property File

Users

The Users tab shows which user handhelds have access to
GoodAccess services. When you first install and start the server, no
users will appear on this page.

Push Admin

Administering Users for GoodAccess
Users curtently enabled on this GondAccess Server are listed here

Jupto Click to allow
a new user.
o Allow Users Alias Display Name
« Deny Users 2trobin Ton Roson
dhoffrn D Hoff
o View Users eball Ed Ball Users a|ready
welowrski Kam Plowski
+ Export Uesr - o enabled for
List GoodAccess on
Total Allowed Users: .
o Bulk Alowor this server.

Deny Users Refresh

40 GoodAccess Administrator’s and Developer’s Guide



Opening the GoodAccess Server Console

Allowing a User

To allow a user:

1.

3.

In the server console, click Users > Allow Users.

An Allow Users page appears. This page contains a list of all
users who have been provisioned on GoodLink.

Select the user or users you want to allow for GoodAccess and
click Allow.

Push

Allow Users
GoodLink users who can be enabled for GoodAccess are listed here
T allow users, select the appropriate names and click Allow.

[Allowing Users
ABCDEEGHIJELMNOPRPAQRSTIUYWXYZ

Select one
or more Allow Alias Display Name Server Hame
users and T Zwha Rob Chan
click Allow. ¥ tobin Bill Tenner PCURL
[ rcha Jame Brody
= bbjor Sally Waters
= lecta Rabin T

When you have finished allowing users, click Users to return to
the main Users page.

Important: If you have more than one GoodLink or GoodAccess
server installed on your network, remember that:

e The Allow Users page shows all users on the network who
have been provisioned on GoodLink, regardless of which
GoodLink server was used for provisioning.

e The main Users page only shows users enabled on a specific
GoodAccess Server (that is, the server listed on the Main tab of
the console).

¢ You cannot use the server console on one GoodAccess Server
to enable users on another Good Access Server.
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Viewing User Information

To

view detailed information about users listed in the Good Access

Server Console:

1.

2.

42

In the server console, click Users > View Users.

A page appears with detailed information about users. Both
enabled and denied users are included. This information is useful
for determining which users you want to allow for Good Access,
troubleshooting access problems, and so on.

Site

Ussrs Traffic Logging Access Push Adrnin
Yiew Users
e to
» bhjo User Count 24
¢ breit
o cingtes bbjor _Pefesh |
e cingtesth
s dknell HandheldSerialNumber IMS1:310380022109091
o dmel MailServerhlame STMAILO4
: ﬁﬂ MailAddress jorge@good com
« ghom State
. 8y ServerHandle
e foo ServerMachine
° ban Serveryersion
o HLockhe
® razum

When you have finished viewing user information, click Users to
return to the main Users page.
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Denying a User

Occasionally, you may want to deny access to a user who has been
enabled for GoodAccess. To deny a user:

1. In the server console, click Users > Deny Users.

A Deny Users page appears. This page contains a list of users who
are currently enabled on the server.

2. Select the user or users you want to deny access, then click Deny.

Push

Deny Users
Users currently allowed for Gond&ccess are listed here
To deny users, select the appropriate names and click Deny.
Denying Users
ABCDEEGHIJKLMNOPAQRSTUY WXYZ
Select one Deny  Alias Display Name State
or more r 2trohir 2Tan Rabin ALLOWED
users and r dhoff David Hoff HANDSHAKE_COMPLETED
click Deny_ r eball Ed Ball ALLOWED
r wlowski Kamil Pawl HANDSHAKE_COMPLETED
r spre Steph Pre ALLOWED
Dery

3. When you have finished denying users, click Users to return to
the main Users page.

Note: When you deny a user, it may take a few minutes for the list
of enabled users to be updated on the console.
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Bulk Allowing or Denying Users

If desired, you can allow or deny several users at a time by using
information from a text file. To bulk allow or deny users:

1. Create a plain text file that includes a list of users. Create a
separate line in the file for each user and include the following
information:

username, SMTP email address
For example:

Frank Jones, fiones@company.com
Bill Martin, bmartin@company.com
Isaac Chen, ichen@hotlink.com

2. In the server console, click Users > Bulk Allow or Deny Users.
3. Navigate to the file that contains the list of users.

You can enter a specific path to the file or click Browse.

a. To enable access for users listed in the file, click Allow.

b. To deny access, click Deny.

I - -

Bulk Allow or Deny Users
Bulk Allow or Deny [C\Documents and Setti Browse...
Users Bisiy

4. Click Users to return to the main Users page.
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Exporting a List of Allowed Users

You can also export a list of Good Access users to a plain text file. This
information can be useful for preparing push scripts or creating lists
of users to enable or deny.

To export a list of allowed users:

1. On the Management Control Panel, click Users > Export Allowed
Users.

The server creates a plain text file (users.txt) that includes the
following information for each GoodAccess user:

email_address, username, X400 domain_name, device_serial_number

For example:

"dhoff@myco.com", "dhoff", "Jo= My Comp/ou=SF DEV/cn=Recipients/cn=dhoff",

"IMSI:31026060201"
"eball@myco.com", "eball", "/o=My Comp/ou=SF E2K/cn=Recipients/cn=eball",

"IMSI:60900424590"
"igo@hotlink.com", "meiko", "/o=NA/ou=SF Bay Area/cn=Recipients/cn=meiko",

"IMSI:310260424596"
A prompt appears asking you to open or save the file.

2. Click Save to save a copy of the file.
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Mowving Users

In a multiple server site, if you move GoodAccess users from one
server to another, it may take some time (up to three hours) for the
second server to recognize that the user is available.

To immediately move a user to another server:

1.

46

On the original server, deny access for the user. For details, see
“Denying a User” on page 43.

Open the console on the new server.
Click Users > Allow Users.

Click the name of the user you want to add. The User Information

page appears.
Click Refresh.

The user should be available for access.

Click to reset
user availability
on the new
server.

—+ Refresh |

4
Alias trobin
HandheldSerialNumber IMS1:31026020262
MailServerName STHAILT
MailAddress trobin@go.com
State COMP
ServerHandle RIPCU
ServerMachine tip
ServerVersion 3.05
E
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Traffic

The traffic page of the server console displays the amount of HTTP
traffic sent between wireless handhelds and Good Access Server. This
page is useful for comparing network traffic activity over hourly,
daily, or weekly periods.

The following figure shows the default traffic display. This display
shows response traffic sent to handhelds for the current day and the
previous seven days.

Admin

Help?
Traffic Visualization
This graph shows GoodAccess Serer traffic for the past 7 days

Jurnp to: 9,000

Click to — 34—+ Advanced e
set Traf- Sellings g
fic dis- i‘ 3,600
play 1300

0

Fri, 27 Feb 2004

Mon, 23 Fab 2004
Tue, 4 Feb 2004
Wed, 25 Feb 2004
Thm, 26 Feb 2004

Sat, 28 Feb 2004
Sun, 20 Feb 2004

Days

B Response Bytes

Important: If the traffic page doesn’t appear, make sure the traffic
display is enabled in the config.props file. (See “Traffic Display” on
page 152 for more information.)

GoodAccess Administrator’s and Developer’s Guide 47



Managing GoodAccess Server

Setting Traffic Display Options

To set Traffic display options:
1. Click Advanced Settings.

The Traffic Visualization screen appears.

Admin

Traffic Visualization Advanced

Chart Type Data Frequency: Plot Series

@ Bar Chart © Hours ¥ Response
© Line Chart @ Days - Re FL)lest
¢ Tab Delimited ¢ Weeks 4

|StartDate March =10 =} |2004 =
| End Date; [March =] [12 =] [e004 =]

Create Chart

2. Enter Traffic display options as desired. Options include:

Traffic Display Options

Item Description

Chart Type  Displays traffic as either a bar chart, line chart, or tab-
delimited text. You can paste the tab-delimited text into an
Excel spreadsheet.

Data Sets the time period that appears across the bottom of the

Frequency display (along the X-axis). You can display data in hourly,
daily, or weekly increments.

Plot Series Controls whether HTTP responses, requests, or both are
included in the display. In charts, requests and responses
are differentiated by color.

Dates Sets the start and end data for displayed data.

3. When you have finished entering options, click Create Chart.

48 GoodAccess Administrator’s and Developer’s Guide



Opening the GoodAccess Server Console

Logging

GoodAccess Server includes both production logs and diagnostics
logs. With the exception of the Access log, production logs are
enabled by default and cannot be disabled. Diagnostic logs are
disabled by default and can be enabled if desired. The server also
sends logging information to the NT Event log.

The logging page of the server console lists logs that have been
enabled for the server and allows you to enable or disable logging for
server components.

Admi

Logging Management

Jump to tems in bold are the current system settings. Mot all logs may be enabled or
dizabled. Logs which may not be resat at runtime do not possess an Enable
o Access radio button

o Admin Log Directory

+ Cantent C\Program Files\Good Technology\GoodAccess
» Defat Serverlogs

o Push _

+ Stden Production Logs

Access

Enabled  Yes & No O

Diff Filename  logsiaccess log
« Redirsct Admin
* BesponseSize Filename  management.log
Content. | Diagnostic Logs
Enabled  Yes © No &
Filename  nolog
Yes and No controls Enabled  Yes C No ©
only appear for logs Filename 1o log
that can be reset with-
out restarting the Enabled  Yes C No @
server. Filename  nolog

Enabled  Yes C No &
Filename  nolog

Note: In addition to enabling and disabling logs with the
GoodAccess Server Console, you can use the config.props file to
control logging behavior. For details, see “Server Configuration
Parameters” on page 121.
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Types of Logs
The following table lists Good Access production and diagnostic logs.

Types of Log Files

Production Logs

Access Logs information about HTTP requests and responses.
Because this log tracks handheld access to your corporate
network, Good Technology recommends checking this log
periodically for security purposes.

Admin Records initialization of the server console and errors.

Content Logs content errors, such as incorrect HTML tags that prevent
the browser from displaying a page.

Default Contains start up, configuration, and shutdown information.

Push This log stores information about the states of push messages

and their deliverables.

Stderr Logs serious error messages that would otherwise be sent to
the standard error. This log should always be empty. If the
server generates unexpected entries, save them and contact
Customer Support at Good Technology.

Stdout Primarily logs serious messages that would otherwise be sent
to the standard output. Aside from initial startup entries, this
log should always be empty. If the server generates any other
entries, save them and contact Customer Support at Good
Technology.

Note: With the exception of the Access log, production logs are always
enabled.
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Types of Log Files

Diagnostic Logs

Diagnostic logs are disabled by default. You can use the Good Access

Server Console to enable these logs. Good Technology does not

recommend using diagnostics logs in a production environment.

Converter  The server includes a set of content-conversion adapters for
mapping text-based Web content to a compiled form that can
be sent to handheld devices. The converter log stores
messages related to content conversion.

Diff Logs caching of new content and sending of differential data.

Redirect Logs data when server encounters an HTTP redirection
response from a Web server.

Urlsubst Logs URL substitutions when the server replaces the path in a
URL that follows the destination host name with a different
path.

This table lists the most important logs created by the server.
Additional logs may be enabled to support specific Good Access
features. For example, if you use a proxy server for making HTTP
requests, you can enable a proxy log to store proxy-related log
messages. Also, you can enable an SSL log to track SSL activities
(including trusted certificate loading). The SSL log can be run
without greatly impacting server performance.
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Log File Location

All log files have a GoodAccess assigned name and are stored in
server’s log directory. The log directory location is set during
installation and stored in the registry. By default, log files are located
in:

install_dir/logs

Individual log files are named using the following convention:

install_dir/logs/logname.log

where logname identifies the type of log being maintained (for
example, responsize.log).

The most-recent logging information is always stored in files with the
simple logging name (logname.log). When a log file is rolled over, the
old file is closed and renamed with a time/date stamp. For example:

install_dir/logs/responsesize.log11-22-03.14-35-48

where 11-22-03.14-35-48 is 2:35 PM and 48 seconds on November 22,
2003.

NT Event Log and Good Operations Log

To maintain consistency with the GoodLink Management Server,
GoodAccess Server is configured to send all log messages to the NT
Event Viewer Application log. Also, the good-ndc.log file contains log
events related to communication with the Good Operations Center.
For more information on the good-ndc.log file, see the GoodLink
Administrator’s Guide.

Shared Log Messages

In some cases, when communicating with the Good Operations
Center, the GoodAccess Server and GoodLink Server share the same
log messages. Even though the Good Access Server generates these
messages, the term “GoodLink Server” may appear in the messages.
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Shared messages include:

logMsgXmlGwLoginFailed “GoodLink Server failed to login to
GoodLink Operations Center as hostname <host_name> Error
code <error_code>"

logMsgXmlGwCannotConnect “GoodLink Server cannot connect
to GoodLink Operations Center at URL <url_name>. Confirm
network access to Good Operations Center. Code <error_code>"

logMsgXmlGwHookupFailed “GoodLink Server failed to connect
and authenticate with Good Operations Center at <location> with
hostname <host_name>. Reason code <error_code>"

logMsgXmlGwAckFailed “Send of acknowledgment of message
received and processed failed from GoodLink Server to GoodLink
network. Message: <message>. Code <error_code>"

logMsgXmlGwRemoveFailed “GoodLink Server failed to remove
msg <message_id> from Good Operations Center. Code
<error_code>"

logMsgXmlGwAddQFailedQueueFull “GoodLink Server failed to
send a message to connection <connection_name> because the
network queue is full.”

logMsgXmlGwCallbackThrew “GoodLink Server protocol engine
callback to session manager threw an exception.”

logMsgXmlGwSessMgrRefusedMsg “GoodLink session manager
refused message, id <message_id>, from Good Operations Center.
Code <error_code>"

logMsgXmlGwGetQFailed “GoodLink Server received an error
fetching a message from the Good Operations Center. Code
<error_code>"

logMsgXmlGwStatusReportFailed “GoodLink Server failed to
report status to GoodLink Operations Center. Attempted to report
status <status>. Got code <error_code>"
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Site Access

The Site Access page allows you to:

Jurnp to Walled Garden

o Walled Garden

o Client Home the "Gao To Web Address” functian,

.
s

« URL

Limit internet access for users by disabling the “Go to Web
Address” command on handhelds.

Set the default home page for handhelds.

Map the host name received in a URL to a different host name
(Host Substitution).

Map the path following the host name in a URL to a different path
(URL Substitution).

URL substitution in combination with host substitution makes it
possible to fully change the URL that a wireless handheld requests
without reconfiguring the handheld. This can be useful, for
example, if you want to change the server host.

Main Users Traffic Logging | Site Access
-
Access to Sites

Substitutions Management

The walled garden allows you to limit access to sites using the GoodAccess
Client. When walled garden is on, users will not be able to enter a URL from

Pa

£

Enabled Yes © No &

Client Home Page

Substitutions Default Home Page for the GoodAccess Client

ost
ubstitutions

o

|hﬂp ffwrww google.com set
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Configuring Internet Access for Users

To configure internet access for users:

1. To limit access:
a. Locate the Walled Garden area of the page.
b. Select Enabled > Yes.

When Walled Garden is enabled, the Page > Go to Web
Address command on handhelds is disabled.

2. To specify the default home page on handhelds:

a. In the Client Home Page area, enter a home page address.
b. Click Set.

Note: This settings apply only to handhelds you set up after you
configure Internet access on the server.

Host Substitutions

In host substitution, server replaces the destination host name in a
URL with a different host name. This page allows you to enable or
disable host substitution, to specify host-name substitutions, and to
delete previous host-name substitutions.

To set up host substitution:

1. In the Host Substitutions area of the page, select Enabled > Yes.
Then, click Set.

2. Enter the name of the From host. This is the original destination
hostname that appears in the URL.

3. Enter the name of the To host. This is the name of the new host to
include in the URL.

4. Click Add.

The substitution you just added appears on the page. You can
continue to add host substitutions as desired.
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5. If you want to remove a substitution, click the Remove button
next to the substitution.

Host Substitutions

Enabled Yes ¢ No &

Curreni Host Substitutions

|Frnm |TD add
From localhost
To vww. SonectherHost . com Memove
URL Substitutions

Enabled Yes ¢ No &

Curreni URL Substitutions
[From [ro Add

Fromhttp://wuw. good. con! testhomedeck. mal

Femove
Tohttp://wew.good. com! homedeck. uml

URL Substitutions

In URL substitution, the server replaces the path in a URL that
follows the destination host name with a different path.

To set up URL substitution:

1. In the URL Substitutions area of the page, select Enabled > Yes.
Then, click Set.

2. Enter the name of the From URL. This is the original destination
URL.

3. Enter the name of the To URL. This is the name of the new URL.
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4. Click Add.
The substitution you just added appears on the page. You can
continue to add URL substitutions as desired.

5. If you want to remove a substitution, click the Remove button
next to the substitution.

Important: URL substitution is applied before host-name
substitution. Thus, to map the URL http://localhost/intro.html to http://
www.myvendor.com/demo/docdemo.html, you need to keep localhost as
the host name in URL substitution.

Push

The Push page allows you to send and manage push messages to
users enabled on the server. For more information, see “Using Push
Technology” on page 67.

Administration

The Administration page allows you manage login information for
administrating the Good Access Server. You can use this page to
change the default login and password for the server and allow
additional users to perform server administration.

Adrnin
-

Administration >

Administration
Adrainister the GoodAccess Management Console, Update console
properties and configuration

Administration

Current Username
Current Password

New Username l—

Hew Password l—

Re-Enter New Password l—
Submit
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Stopping GoodAccess Server

Occasionally, you may need to stop GoodAccess Server to reset
server properties, load new software, or troubleshoot server
problems.

To stop the GoodAccess Server:
1. Open the Services panel.
2. Select GoodAccess Server and then click Stop.

When you manually stop GoodAccess Server, the Windows
automatic recovery facility does not try to automatically restart
the server.

“Best Practices”

As with any mission-critical application, you will want to plan for
optimal deployment, redundancy, backup, and disaster recovery for
GoodAccess Server. This section describes or references procedures
and rules for doing so.

Backup

Be sure that you include the server in your backup procedures. In
case of a disaster such as server corruption, you'll need to restore a
copy of the server.

Backup procedures include:

e When you first install Good Access Server, the server makes a
backup of the server configuration file and saves it as
config.props.bak. You can use this file to restore the original server
defaults if desired.

e Also, as you make changes to server configuration (using the
GoodAccess Server Console interface or the config.props file), make
sure you keep a current backup copy of the file.
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* Make sure users backup critical data on their handhelds using the
appropriate backup procedures. For example, on PPC handhelds,
use a SD card for backup.

e Make sure you keep a current backup copy of any application
properties files (applicationname.props) created for the server. For
more information about these files, see “Developing and
Extending Applications” on page 93.

e Make a backup copy of the list of users who have been enabled on
the server.

Note: For additional backup and recovery procedures in a GoodLink
environment, see the GoodLink Administrator’s Guide.

Recovering from a Disaster
To start from scratch after a server disaster, follow this procedure:

1. Rebuild the operating system on the server host with the proper
system requirements/prerequisites for the server. Use the same
server name. It isn't necessary to use the same IP configuration.

2. Grant local administrator permissions to the GoodAccessAdmin
account.

3. Log on to the server using the GoodAccessAdmin account and
reinstall server software. Use the same license key, serial number
and server name as for the previous server.

4. Start GoodAccess Server.

5. You should see all of the users you defined prior to the disaster. If
not, you will need to re-enable user access to Good Access Server.

6. Send notifications to your Good Access handheld users. They may
receive a message on their handheld asking them to reconnect to
the server.
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4 Preparing User
Handhelds

In addition to installing the Good Acess Server, you need to prepare
user handhelds by installing Good Acess software on the handhelds,
and configuring user access from the server.

* You can install GoodAccess Server first and prepare user
handhelds at a later date. This option is useful if you have custom
applications you wish to test before deploying GoodAcess to a
large number of users.

e GoodAccess handheld software is bundled with GoodLink 3.7 or
later. You can install Good Access software on user handhelds,
then install Good Access Server at a later date. This option is useful
if you want to deploy GoodLink 3.7 to users before activating
GoodAccess.
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Preparation Considerations

The following are some things to consider before you prepare user
handhelds:

» A user must be provisioned on GoodLink before you can enable
that user’s account on GoodAccess Server.

e If the user’s account is enabled for Good Access before
GoodAccess software is installed on the handheld, the serial
number and server name are automatically referenced when you
start Good Access on the handheld. Otherwise, you (or the
handheld user) will have to manually enter the serial number and
server name.

e If youinstall GoodLink 3.7 (and GoodAccess 1.0) software on user
handhelds before installing GoodAccess Server, you can send an
email message to users with the correct serial number and server
name once the server is installed.

e Because you install Good Access software as part of GoodLink 3.7
on user handhelds, you don’t need to reinstall handheld software
once GoodAccess Server is up and running.

Installing GoodAccess Software on Handhelds

GoodAccess handheld software is bundled with GoodLink. The
procedure for installing Good Access software on handhelds is the
same as for GoodLink. You can use GoodLink Desktop or the
GoodLink Management Console to install the software. See the
GoodLink Administrator’s Guide for details.
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Enabling User Accounts

In addition to installing Good Access Software on user handhelds,
you must enable user accounts on GoodAccess Server. You use
GoodAccess Server Console to enable user accounts. For details, refer
to “Managing GoodAccess Server” on page 35.

Use the Service tab

l in the console to
enable user access.
Allow Users

GoodLink users who can be enabled for GoodAccess are listed here
To allow users, select the appropriate names and click Allow.
[Allowing Users
ABCDEFGHIJKLMNOPQRETUYWXYZI
Allow  Alias Display Name Server Name
r 2rcha Rob Chan
o] itobin Bill Tenner PCURL
- rcha Jame Brody
r bbjar Sally Waters
r testa Rabin T

Setting Up GoodAccess on Handhelds

Note: If the user’s account was enabled on the GoodAccess Sever
before GoodAccess software was installed on the handheld, you
don’t need to set up GoodAccess; the application launches
automatically.

To set up GoodAccess:

1. Open GoodLink Preferences on the handheld and choose
GoodAccess.

2. Select Launch GoodAccess.
A series of setup pages appears.

3. If required, enter the server connection information, then select
Connect.
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4. After a connection is established, the Close button changes to OK.
Select OK.

¥l Gaodnceess & a0t @ This illustration shows setting

up GoodAccess on a PPC

GoodAccess Provision Status

Enter th Welcome to GoodAccess. Enter the handheld. A similar screen
name of GoodAcoess Server and

nter the press Connect. Lintilthe server is appears on Palm OS

server name connected, you will not be able to handhelds

and choose access corporats data .

Connect————F server: nPonooL. cUR

P8l GoodAccess & g @
GoodAccess Provision Status
elcome to GoodAceess.
A successful — ou are comnected!
connection FServer: NPODDO1 CUR
Status: Not cornected Connect 0Ok
=

Status 1:Ready. Click OK Button,
= =

The GoodAccess main screen appears.

For more information on using GoodAccess on a handheld, see
the “Using GoodAccess” chapter in the GoodLink User’s Guide.
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Starting GoodAccess on Handhelds

After GoodAccess is set up, you can use one of the following
methods to start GoodAccess on handhelds.
1. For Pocket PC handhelds:
e Tap the Good icon & on the Today screen, then tap the
GoodAccess icon on the Good Launcher, or

e Choose GoodAccess from the Start menu.

EJda

mail Folder Compose
= O &
—d I =
Contacts Calendar Mokes

GoodAccess icon

ﬁ § | on Good Launcher

Tasks GoodAccess Today

[ |

2. For Palm OS handhelds, tap the Good icon = on the Home
screen. Then, tap the GoodAccess icon on the Good Launcher.

Uninstalling GoodAccess Software on
Handhelds

GoodAccess handheld software is bundled with GoodLink. The
procedure for uninstalling Good Access software on handhelds is the
same as for GoodLink. You can use the Desktop installer or the
GoodLink Management Console to uninstall the software. See the
GoodLink Administrator’s Guide for details.
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S5 Using Push Technology

About Push

GoodAccess includes a push utility that enables system
administrators to pro-actively broadcast pages, documents, and on-
screen alerts to mobile users. Benefits of push messaging include:

Push document can be traditional file attachments (such as Word,
Excel. or PDF documents, HTML Web pages, or URL locations
that contain intranet links, downloadable applications, and so on.

Push documents can be downloaded and received as a
background process, so a user’s workflow is not interrupted.

For important, immediate notification, administrators can send a
push alert which automatically takes priority on a user handheld.

Administrators can deliver push messages as needed or on a pre-
defined scheduled basis.

If the user receiving a push document or alert is out of coverage,
the push is queued on the server until coverage is restored.

Server queueing and handheld acknowledgement guarantee and
confirm push delivery.
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Push Messages on the Handheld

Push messages and alerts appear in the incoming folder on the user’s
handheld. Users can leave the messages in that folder or save them to
another folder.

Note: You cannot send bookmarks directly as pushed messages, but
you can send URL locations that users can open and save as
bookmarks.

When you send users an alert, a message appears at the bottom of the
handheld screen. In addition, alerts trigger the notification method
set for the handheld (for example, vibrate, alarm, or both.)

You can use push messages and alerts in combination with email. For
example, you might have an automated bug tracking system that
sends an email message to the appropriate service engineer when a
serious bug is logged and a push message that includes a detailed
description of the bug.

Push Messaging Tools

GoodAccess includes both a command-line tool and a graphical
interface for push messaging:

e The push command line tool is useful for scripting and batch
processing. It enables you to send and manage push messages
across multiple Good Access Servers. For more information on
using the push command line tool, see “Using the Command Line
Interface for Push Messaging” on page 75.

e The push graphical interface is available on the Good Access
Server Console. It provides a simple, intuitive interface for
sending and managing push messages on a single Good Access
Server. For more information on using the push console interface,
see “Process Overview” on page 69.
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Process Overview

The following is a brief overview of push processing:

Push Initiator I
) Step 8: Optional delivery notification.

IStep 1: Push is initiated.

Step 2: Server responds.

Step 3: Contents stored in dbas -
GoodAccess Server R gtep 4: Retrieved for delivery. | Database: Pending
< > | Push Messages

A
‘ Step 5: Handheld requests content from the server.

Step 6: Server delivers content to handheld.
Step 7: Handheld acknowledges receipt.

GoodAccess on
Handheld

. The administrator uses a command-line utility, script, or the
console interface to initiate a push to the user. GoodAccess uses
PAP protocol to submit push messages via HTTP.

-

2. GoodAccess Server returns an HTTP (Ok or Not Ok) response and
returns an ID for the pending push message.

3. The server queues the request in its local database of pending
push messages.

4. When the push is ready for delivery (for example, at a pre-defined
time), the server retrieves the message from the database and
sends an indication to GoodAccess on the user handheld.

5. The handheld requests the content of the push message from the
server.

6. The server delivers the content to the handheld.
7. The handheld acknowledges receipt of the push message.

8. Optionally, the server notifies the requestor about the status of the
delivery.
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Using the Console Interface for Push
Messaging

The GoodAccess Server Console provides a graphical user interface
for sending and managing push messages. You can use the console to
view the status of push messages, send new messages, generate push
reports, and set push administration options.

Important: The GoodAccess Server Console sends and manages push
messages for a specific GoodAccess Server (the server referenced by
the console). Only users enabled on that server can receive messages
sent using the console interface. For enterprise-wide messaging, use
the push command line tool. See “Using the Command Line Interface
for Push Messaging” on page 75.

Viewing Push Messages in the Console
To view push messages:
1. Open the GoodAccess Server Console.

For more information, see “Opening the Good Access Server
Console” on page 38.

2. Click Push.

A page appears with a list of push messages.

— Click to
view the
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Push > View Existing Pushes

View Existing Pushes

Jurnp to:

+ View Existing
Pushes

Use this page to view the status of existing pushes in the gueue.
T create a new push, click on the "Create Mew Push” link on the left.

Existing Push

ID Name Type URL Submitted?

» Create Mew
Push

+ Generate Push 1 Wirosl  Immediately http:ipatchifixit Yes Edit Detail

Record

2 SMote Scheduled hitp:#fsnotes.march0d.pdf Yes Edit Detail

* Administer
Push
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3. Click Details to view more information about a message. Detailed
information includes message delivery status, content location
and so on.

4. To edit a message, click Edit to open the message. You can only
edit unsubmitted messages.

5. To delete a message, click Detail to open the message, then click
Delete.

Sending Push Messages from the Console
To send push messages:
1. Open the GoodAccess Server Console.

For more information, see “Opening the Good Access Server
Console” on page 38.

2. Click Push > Create New Push.
A page appears with a list of push settings.

Site Access

Push > Create / Edit Push

Create ! Edit Push
Create / edit messages pushed to wireless handhelds.
Jump to Push Details
D 2
Cnb s Name [Serics Bullstins
Pushes
Title [Weekly Updates
e Create MNew X
Push  Immediate
T Scheduled
o Generats Push ype © Once
Record & Recurring
. Qdmljﬂiﬁ‘?-f Start Date |06 x| - [20 =] - [2004 =
us|
Time |13 x| :|40 =
Recurrence & VWeskly © Wonthly € On Content Change
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Settings for Push Messages

Item
1D

Name

Title
Type

Start Date
Recurrence

End Date
Alert

Delivery Type

URL
Content Type

Recipients
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Description

A unique identifier for the push message. This number is
created automatically.

A user-defined name for the message. This name appears
in message lists, and so on.

Sets the document title displayed on the handheld.

Set the type of message you want to create. You can create
messages that are sent immediately or on a scheduled
basis.

Sets the time when delivery is first attempted.

Scheduled messages can be sent once or they can recur on
a weekly or monthly basis.

You can also send scheduled messages that recur when
URL content changes (for example, when a new Service
Note is posted).

Sets the date when an undelivered message expires.

Indicates if the message should be sent as an alert. Alerts
automatically take priority on the user’s handheld.

Sets where push content is stored on the handheld.
Content sent to Doc Store appears in Good Access folders.
Content sent to cache is displayed in the Good Access
viewer.

Note: You cannot push contents to Bookmarks. Also, you
cannot push Javascript or images to docstore. Pushed
Javascript and images are stored in cache, regardless of
the destination specified.

The file or web resource that holds the push content.
Indicates the type of document being pushed. For
example, you can push excel, html, pdf, powerpoint,
word, or wml documents.

Email address of the users who will receive the push
message. Only users enabled on this server are listed.
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3. Enter settings as desired.
4. Click Submit to submit the push.

Note: You can click Save to save the message without submitting
it. Saved messages can be reopened and submitted at a later date.

Generating Push Reports from the Console
To generate a push report from the console.
1. Open the GoodAccess Server Console.

For more information, see “Opening the Good Access Server
Console” on page 38.

2. Click Push > Generate Push Record.

A list of search criteria appears.

Search Criteria for Push Reports

Item Description

Push State The message delivery state to include in the report (for
example, delivered, cancelled, or expired). For a full list of
delivery statues, see “Delivery and Result Notification
States” on page 90.

Recipient Reports on messages sent to the email address specified.

Address

Push ID Reports on a specific push message based on the unique
message ID.

Push Name Reports on a specific push message based on message
name.

3. Select search criteria as desired and click Search.

A push report based on the search criteria you specified appears
at the bottom of the page.

GoodAccess Administrator’s and Developer’s Guide 73



Using Push Technology

Setting Push Administration Options
To set push administration options:
1. Open the GoodAccess Server Console.

For more information, see “Opening the Good Access Server
Console” on page 38.

2. Click Push > Administer Push.

A list of options appears.

Push Administration Options

Option Description

Invoke Interval The interval (in minutes) between each recurring submit.
(in mins)

Status Interval ~ Time interval in minutes that occurs between push status
(in mins) checks.

Clean Up Time interval (in days) between each scheduler clean up
Interval (in cycle.

days)

Clean Up Clean up windows for push records and push address

Windows (in records in the push database (applies to non-pending
days) pushes).

Start/Restart The delay (in minutes) before the push GUI internal thread
Delay (in mins) starts or restart.

3. Enter a new value for the option you want to change, then click
Change.
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Using the Command Line Interface for
Push Messaging

This section provides information on using the push command line
interface. The push command line tool is useful for scripting and
batch processing. It enables you to manage push messages across
multiple Good Access Servers.

Setting Up Push Messaging

The following is an overview of the steps you take to prepare for
using push messaging on the command line. Step details will vary
depending on how you plan to integrate push into your corporate
environment.

To set up push messaging:

1. Determine which hosts on your network can be used to send
messages. A host machine does not have to be running
GoodAccess Server to send command line push messages.

To configure additional hosts for sending pushed messages, you'll
need to update the push.alllowedhosts property in the Good Access
Server properties file (install_dir/config.props) to include these
hosts. For example:

push.allowedhosts host_1 host_2 host_3

For details, see “Configuring Hosts” on page 87.

2. Create a script (or some other application interface) to initiate
push.

GoodAccess includes a command line utility to send push
messages, but you can also include push commands in script (for
example, a Perl script or .bat file).
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Push commands include:

e Submit (Push)

e Cancel

e Status

e Listen

* Report

See below for a detailed description of push command syntax.

Determine the URL location for the file or web resource that
contains the push content.

Preparing email addresses.

You can enter individual email addresses on the push command
line. However, for multiple recipients, you may prefer to set up a
side file or script with a list of email addresses.

Monitor push messages as desired.

You can use the Status command to check the status of individual
messages or the Report command for detailed push reports.

Invoking Push Commands

You can enter push commands directly on a DOS command line or
include it in a script. To run from the command line:

1.
2.
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Change to the Good Access Server installation directory.
Enter the following:
jre/bin/java com.good.push.tools. Command

Where Command is a specific push command with arguments.
For example:

jre/bin/java com.good.push.tools.Cancel -push-id=N56679

Note: For command options that require spaces within (or
between) arguments, you need to put quotes at the beginning and
end of the arguments. For example, -address="juc@office.com
rmiller@oop.com”
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Sending Push Messages

The Submit command sends a push message to the push server for
delivery to handhelds. This message can be any content type and can
be pushed to one or more handhelds (identified by email addresses).

To send a push message:

1. Create a URL location that contains the push content.

2. Use the following command to send a push message:

You can enter the command directly on a DOS command line or
include it in a script.

Commands (with associated arguments and options) should be
entered on one line (no carriage returns).

jre/bin/java com.good.push.tools.Submit -address="address...”
-url=url_syntax [options]

Arguments
-address="address...”

-url =url_syntax

Description

Email address of the user receiving the push
message. If you specify more than one email
address, use a space to separate each address in
the list. For example:

-address="jvc@office.com rmiller@oop.com”

At least one email address is required for the
Submit command.

The file or web resource that holds the push
content.

For a file use the file:path syntax. For example:
-url=file:saleslist.html

where saleslist.html is a file in the current
directory.

For a web resource, use the following syntax:
http://host/<path>
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Arguments
Options include:
-alert

-content-uri=value

-deliver-after=time

-deliver-before=time

-destination=[docstore |
cache]...

-host=host_url

-notify=notify_url
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Description

Indicates the message will be delivered as an alert
instead of a standard push message.

The document identifier on the handheld. If not
given, the URL is used.

Sets the time the delivery is first attempted. If no
time is specified, delivery is started immediately.
You can use any of the following values for time:
+hh:mm:ss (a time relative to the current time).
For example, +17:05:00.

mm/dd/fyy hh:mm:ss (absolute local time). For
example, 12/22 /03 07:15:00.
yyyy-mm-ddThh:mm:ssZ (absolute UTC time). The
T and Z are literal. For example, 2003-11-
25T19:40:00Z

Sets the time at which an undelivered message
expires. If no time is specified, the server uses a
default value.

Time values you can specify for the -deliver-before
option are the same as for the -deliver-after option.
Sets where push content is stored on the
handheld. For example:

cache (device cache directory)

docstore (offline document storage)

If no destination is specified, offline document
storage is assumed.

Note: You cannot push contents to Bookmarks.
Also, you cannot push Javascript or images to
docstore. Pushed Javascript and images are stored
in cache, regardless of the destination specified.
The URL of the push host. If no host URL is
specified, http://localhost:5080 is assumed.

A URL that receives result notification messages.
If no URL is specified, notifications are not sent.
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Arguments Description

-priority= Specifies a priority level for the message. For

“llow | medium | high]”  example, -priority="high” Higher priority
messages are delivered first. If no priority is
specified, the message has medium priority.

-push-id=identifier Specifies the push identifier. If no identifier is
specified, a unique push ID is generated
automatically. This ID is used to log and track
push messages.

-title=doc_title Sets the document title displayed on handheld. If
no title is specified, a Good Access-defined value
is used.

-type=doc_type Indicates the type of document being pushed.
Values for doc_type include:
excel
html
pdf
powerpoint
word
wml
In addition to the specific types listed above, you
can also specify other well-known types
recognized by the handheld.

If no document type is specified, the handheld
tries to infer the type where possible.

Push Examples

The following are some examples of push messages. The commands
(with associated arguments and options) are entered on one line (no
carriage returns).

jre/bin/java com.good.push.tools.Submit
-address="jjones@mycompany.com” -url=file:C:/service/note.htm

This example sends the note.htm file to jjones@mycompany.com.
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jre/bin/java com.good.push.tools.Submit
- address="jjones@mycompany.com marcher@mycompany.com
rchen@Iglegal.com” -url=file:local/alerts/help.wml -alert -title="Urgent!”

This example sends the help.wml file to three recipients
(jjones@mycompany.com marcher@mycompany.com rchen@Iglegal.com).
The message is sent as an alert with an Urgent! title.

Cancelling Push Messages

The Cancel command cancels a specified push message. You can
cancel the message for all recipients or for one or more specified
email addresses.

To cancel a push message:
1. Determine the push ID of the message you want to cancel.
2. Use the following command to cancel the message:

You can enter the command directly on a DOS command line or
include it in a script.

jre/bin/java com.good.push.tools.Cancel -push-id=identifier [options]

Argument Description

-push-id=identifier The unique identifier of the push message you want
to cancel. This argument is required.

Options include:

-host=host_url The URL of the push host sending the message. If no
host URL is specified, http://localhost:5080 is
assumed.

-address="address...” Email address of the user or users whose message
should be cancelled. If you specify more than one
email address, use a space to separate each address
in the list. For example:

-address="jvuc@office.com rmiller@oop.com”

If no address is specified, the message is cancelled
for all recipients.
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Cancel Examples

The following are some examples of cancelling push messages.
Commands (with associated arguments and options) should be
entered on one line (no carriage returns).

This example cancels all deliveries of a pushed message:

jre/bin/java com.good.push.tools.Cancel -push-id=note.576

This example cancels a pushed message for two recipients.

jre/bin/java com.good.push.tools.Cancel -push-id=servicenote.87
-address="jchen@company.com mhoft@sct.org”

Checking Push Status

The Status command queries the push server for the status of a
particular push message. You can check message status for all
recipients or for one or more specified email addresses.

To check the status of a pushed message:

1. Determine the push ID of the message whose status you want to
check.

2. Use the following command to check message status:

You can enter the command directly on a DOS command line or
include it in a script.
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jre/bin/java com.good.push.tools.Status -push-id=identifier [options]

Argument Description

-push-id=identifier The unique identifier of the push message you
want to check for status. This argument is
required.

Options include:

-host=host_url The URL of the push host that sent the message.
If no host URL is specified, http://localhost:5080 is
assumed.

-address="address...” Email address of the user or users whose message
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status should be checked. If you specify more
than one email address, use a space to separate
each address in the list. For example:
-address="jvuc@office.com rmiller@oop.com”

If no address is specified, message status is
checked for all recipients.

When you request push status, a message similar to the following
appears in the command window:

Status Response from server http://localhost:5080
PushId : pubs.483
Address  : juc@office.com

Code  :1001

State  :pending

Desc  : Request has been accepted for processing
Event Time :

Address  : rmiller@oop.com

Code  :1000

State  :delivered

Desc  : Request succeeded

Event Time : 2002-03-27T00:00:27Z

GoodAccess Administrator’s and Developer’s Guide



Using the Command Line Interface for Push Messaging

The Code field in the status contains a code value for the server’s
response to the push message as sent by the push initiator. The
codes are specified in the WAP Push Access Protocol (PAP)
specification. For example:

Push Status Codes

Code Description

1000 The request succeeded.

1001 Push submission accepted for processing.

2000 Syntax error.

2001 Push submission refused.

2002 Address error.

2003 Address not found.

2007 Duplicate push ID.

3000 Server cannot process the push message because of an internal
error.

Status Examples

This example gives the status of all deliverables in a push message
ServiceNote.457:

jre/bin/java com.good.push.tools.Status -push-id=ServiceNote.457
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Generating Push Reports

In addition to getting push status for individual messages, you can
also generate a push report. You can generate a report on:

- All push messages in the database.

- Push messages sent to specific email addresses.

- Push messages with specific content IDs.

- Push messages in specific states.

- Push messages with specific push IDs.

* Use the following command to generate a push report.

You can enter the command directly on a DOS command line or
include it in a script.

jre/bin/java com.good.push.tools.Report [options]

Arguments

Description

Options you can use with Report include:

-address="address...”

-content-uri="uri...”

-delivery-state
="state...”

-push-id=
"identifier...”
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The report covers push messages for the email
addresses specified. If you specify more than one
email address, use a space to separate each
address in the list. For example:
-address="juc@office.com rmiller@oop.com”

The report covers push messages that contain the
specified content URIs. If you specify more than
one URI, use a space to separate each.

The report covers push messages that have the
specified delivery states (for example, expired). If
you specify more than one delivery state, use a
space to separate each.

The report covers messages with the specified
push IDs. If you specify more than one identifier,
use a space to separate each.
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Arguments Description

-dateformat=format  Sets the time format used in the report. Time
format options are local or GMT (Greenwich
Mean Time). The default is local.

-dbdir Specifies the push database directory. By default,
this directory is installdir/pushdb.

Note: You must invoke the Report command from the Good Access
Server installation directory or use a -dbdir option to specify the
directory where the push database resides (by default this directory

is installdir/pushdb).

Report Output

Push reports are supplied in XML format and include the push
messages that meet the selection criteria specified by Report
command options. The following is an example of a push report:

&i Untitled - Notepad

Fle Edt Format Help

=T

<7l version="1.0"7>
<push-detabase message-map-version="100"
<push-messages>
<message
push-id="PID-195kec7 324"
creation-timestamp="Tue Dec 09 08:59%:08 PST 2003"
deliver-before-timestamp="Tue Dec 18 0%:53:08 PST 2003"
deliver-after -imestamp="Tue Dec 09 08:5%:08 PST 2003"
piority="mecim"
ppg-notify-recuested-to="null"
=

<email-eviceids-map
email="user@demo.good.com”
deviceids="DEMO-DEVICE"
I=

deliverable
address="user@demo.good.com”
delivery-state="delivered"
resul-natification-state="nct_requested”
delivery-time-stamp="Tue Dec 09 09:03:15 PST 2003"
I=

<hitp-headers=
Content-Length="51"
Content-Type="text/htm"

<lhitp-heaters=
<message>
<fpush-messages=

x-wap-contert-uri="file: /5606707 1h1 628517 0584a1550551 291"
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Monitoring Notifications

You can use the Listen command to monitor and display result-
notification messages sent by the push server. This command is
useful for real-time tracking of changes in message status (for
example, delivered, expired, and so on).

To monitor notifications:

1. When you use the Submit command to send a pushed message,
make sure you include the -notify option as part of the command.
For example, use -notify=http://localhost:8081.

2. Use the following command to monitor messages:

You can enter the command directly on a DOS command line or
include it in a script.

jre/bin/java com.good.push.tools.Listen [-localport=port_number |

Argument Description

-localport=port_number The port number to listen for result notification
messages sent by the push server. The default port
number is 8081.
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Setting Push Properties

The following are properties you can set in the GoodAccess Server
properties file (install_dir/config.props) to control push behavior.

Activation and Logging Properties

Use the following properties to activate push messaging;:

Property Name Default Value  Description

push.enable true If set to true, activates push messaging
on GoodAccess Server.

push.log.enable  true If set to true, enables logging of push
messages.

Configuring Hosts

Use the push.allowedhosts property in the config.props file controls
which hosts will be allowed to perform push operations (using a
Push Access Protocol (PAP) over HTTP interface).

The following are some example values:

Example Description

push.allowedhosts host-1 host-2 ~ Enables push messaging from host-1 and
host-2

push.allowedhosts If no hosts are defined, push operations are

denied on all hosts.
push.allowedhosts all Allows push operations from all hosts.

If the push.allowed hosts property is not specified in the config.props file,
push operations are allowed only from the machine running the
server. This is equivalent to: push.allowedhosts localhost
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Properties for the Push Console Interface

The following additional properties appear in the config.props. These
properties apply to the push console interface and are typically set

from that interface.

Property
push.ui.scheduler.invoke.
interval
push.ui.scheduler.status.
interval
push.ui.scheduler.cleanup.
interval
push.ui.scheduler.cleanup.
windows

push.ui.scheduler.startup.
delay

Description

The interval (in minutes) between each
recurring submit.

Time interval in minutes that occurs between
push status checks.

Time interval (in days) between each scheduler
clean up cycle.

Clean up windows for push records and push
address records in the push database (applies
to non-pending pushes).

The delay (in minutes) before the push GUI
internal thread starts or restart.
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The Push Database

GoodAccess Server maintains a database of push messages and push
deliverables. A push deliverable corresponds to an instance of a push
message that is to be sent to a specific handheld. For example, if the
server sends a push message for three handheld devices, there will be
three push deliverables corresponding to the push message.

Deliverables in the push database always have a delivery state. For
example, when the server accepts a push message for delivery to one
or more handhelds, each destination handheld has a corresponding
deliverable and the state of each of these deliverable state is pending.
When an instance of the push message associated with a deliverable
is sent to a handheld and the handheld acknowledges receipt of the
message, the deliverable’s state is delivered. (For a list and
descriptions of the states a deliverable can have in the database, see
“Delivery and Result Notification States” on page 90.)

The push database is limited to push messages that are “current.”
Once a push message has been delivered to all target handhelds, it is
deleted from the database. In addition, messages assigned a deliver-
before time are deleted when they reach their deliver-before time, and
messages over 30 days old are deleted.

GoodAccess Server provides two command-line utilities for
accessing data in a push database:

e Report command

The Report Tool generates XML reports on the push messages in a
push database. You can generate a report on all messages in the
database, and you can use the tool to restrict the report to specific
push messages, handhelds, content IDs, and delivery states (for
example, pending or delivered). For information on the Report Tool,
see “Generating Push Reports” on page 84.
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e Status command

The Status command allows you to query the database for the
current status of the deliverables in a specific push message. For
more information, see “Checking Push Status” on page 81.

Delivery and Result Notification States

The following table lists push delivery states:

Push Delivery States

Delivery State
pending

delayed

enroute

delivered

replaced by newer
deliverable

canceled

expired

rejected

specified push-id is not

unique
failed
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Description

Message from the push initiator has been
accepted for delivery, but not yet sent.

Message accepted for delivery, but the
message contains a deliver-after time, so
delivery is delayed until that time.

Message sent over the air to the destination
handheld, but an acknowledgment of
delivery has not been received, yet.

The destination handheld has acknowledged
receipt of the message.

The message was not delivered because
before delivery was requested, a new version
of the same content was received from the
push initiator and sent instead.

Message cancelled, either by the push
initiator or through the Cancel command.

Message could not be sent before the deliver-
before time occurred.

The message was rejected because of a
problem in the push message format.

The message was rejected because there is
another message with the same push ID.

The server was unable to deliver the message.
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specified address is invalid The server was unable to deliver the message

because of an incorrect email address.

delivery attempts exceeded The server sent the push message out five

times without getting an acknowledgment
from the handheld.

The following table lists push result notification states:

Result Notification Statues

Notification State
notify delivered

notify not requested

notify failed

Description

The final delivery state of the message was
successfully sent to the address specified in the
push-message header’s

ppg-notify-requested-to attribute.

No result notification was sent because the push
message did not contain a ppg-notify-requested-to
address.

The final delivery state could not be sent to the
address specified in the push-message header’s
ppg-notify-requested-to attribute.
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6 Developing and
Extending Applications

After GoodAccess Server is installed, corporate developers can user
GoodAccess to extend enterprise applications into the wireless arena.
This chapter describes the Good Access application development
process.

About Transformations

XSLT is an XML-based language used to create style sheets.
GoodAccess Server includes a set of XSLT transformations you can
use to integrate applications with GoodAccess. These
transformations enable you to take new or existing corporate
applications and optimize them for user handhelds. You can leverage
your existing application development investment. You don’t have to
rewrite applications to work with Good Access.

Transformations are useful because many Web sites do not display
well on a handheld’s small screen. Transformations enable you to
filter information before it reaches the handheld so users get the
information they need in an attractive display. Transformations can
be used on a specific page, a domain, or all pages in a site.
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During transformation, GoodAccess technology parses through
HTML to find specific items, remove items, or rewrite them. For
example, GoodAccess can process a Web application to remove
graphics or simplify table layouts. The XSLT style sheets defined for
GoodAccess control the layout of the output documents and where to
access data within the input document.

Transformations reside on the server, so all the heavy-duty
processing is done by the server instead of the handheld. This enable
more-efficient downloads and faster application processing on the
handheld.

GoodAccess Server

Web Server
Interface

Server
Console

User Handheld

Source Transform/Con- GoodAccess
Application —> version Engine Application

Push Manage-
ment

Wireless
Subsystem
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Bibliography of Key References

To develop GoodAccess applications, you should be familiar with
HTML. XML, and XSLT technologies. Good Technology also
recommends (but does not require) you to be familiar with Java2
Platform Software and Java Server technology.

The following are some examples of books and Web sites you can use
to learn more about the foundation technologies used with
GoodAccess.

Note: Web locations are subject to change. If a URL listed is no longer
active, try using a Web search engine to find the new location.

e For general information on HTML, XML, and XSLT, refer to the
following books:

e Mangano, Sal. XSLT Cookbook. First Edition, December 2002.
O'Reilly & Associates, http://www.oreilly.com

e Kay, Michael. XSLT Programmer’s Reference. Second Edition,
May 2001. Wrox Press, Inc., http://www.wrox.com

e Tennison, Jeni. Beginning XSLT. First Edition, May 2001. Wrox
Press, Inc., http://www.wrox.com

e For information on the Microsoft Pocket PC developer products,
visit the Microsoft Library at htttp://www.msdn.microsoft.com/library

e For information on Apache open source software products, visit
the Apache Web site at http://www.apache.org
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Overview of the Development Process

This sections describes the overall development process for building
and debugging application transformations. Good Access Server
provides a set of default transformation tools you can use for your
application or your can create your own custom transformations
using XSLT technology.
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Identify a key application or Web site that mobile users will need
to access when away from the office. Make a list of key
information or program features users will need.

Analyze the site you want to transform. Check the site to
determine which pages should be transformed and which tools
are best suited for the transformation. See “Picking Compatible
Applications” on page 97 for details.

Set GoodAccess Properties. Properties you set in the config.props
file determine which URLs are transformed and which application
properties files are used. See “Setting Up the Good Access
Properties File” on page 97 for details.

Create an application properties file. This file contains
transformations specific to your application. You can include
GoodAccess’ built-in transformations or point to a XSLT
transformation file. See “Setting Up the Application Properties
File” on page 99 for details.

If necessary, design a custom XSLT transformation for your
application. See “Creating Custom Transformations — An
Example” on page 114 for details.

Test and debug the application on a handheld. This chapter
includes some tips and techniques for debugging common
problems that can occur with transformations. See “Testing and
Debugging Applications” on page 104 for details.
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Picking Compatible Applications

Transformations work or public Web sites or your own personal
corporate application sites. One of the keys to preparing a successful
transformation is to pick a compatible site.

Sites should include well-formed HTML. Not all public and private
Web applications meet these requirements. For more information on
well-formed HTML, refer to your HTML standards documentation.

Good Technology recommends starting simply then building
complexity as your experience with transformations grows.

Setting Up the GoodAccess Properties

File

The config.props file is the first place the server looks for
transformations. When you're creating or customizing a Good Access

application, you need to edit the file (located in install_dir/
config.props) to include the following:

1. Define a selector property for your application.

The server uses a selector property to recognize which sites to
transform.

Applications can be selected:
e Using regular expressions. For example:

app.gtsweb.selectors requestURL=.*?[gGI[tT][sS][wWI[eE][bB].*

The server matches URLs by finding the best match. Be careful
when you define a regular expression because the server could
match similar expressions incorrectly.

e Using host matching. For example:
app.getit.selectors requestURL=http://w1thinkpad01/.*
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2.

e Using specific URL matching. For example:
app.demo.selectors request URL=http://goodaccess/doc/addlabor.html
Set the location of the application properties file.

Once a site is selected by the server, the server references a
properties setting for the site. This setting points to a specific
properties file that defines transformations for the site.

The following are some examples of properties settings:
app.demo.properties app/gtsweb.props
app.bugzilla.properties app/bugzilla.props

The property definition for a selector must match the selector

exactly. So if you have a gtsweb application, you must have both
the following properties defined:

app.gtsweb.selectors
app.gtsweb.properties

Choose a reload option.

Optionally, you can have a reload property. When this property is
set to true, you do not have to restart the server after making
changes to the application properties file. For example:

app.demo.reload true

Good Technology recommend keeping this property set to true.
Otherwise, you may experience unexpected application behavior.

When you've finished editing config.props, you should have
completed set of property definitions for your application. For
example:

app.myapp.selectors requestURL=.*

app.myapp.properties app/myapp.props
app.myapp.reload true

Note: For more information on setting properties in config.props, see
“Server Configuration Parameters” on page 121.
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Setting Up the Application Properties
File

After you edit the main Server properties file (config.props), you must
create a more-specific properties file for your application (for
example, app/myapp.props). Called an application properties file, this
file contains transformation definitions for your application.
Definitions can include the server’s built-in transformations and/or
pointers to custom XSLTs you have defined to selectively transform

pages.

To set up an application properties file:
1. Create a plain text file.

2. Determine which built-in transformations you want to include in
the file.

3. If necessary, create custom XSLT transformations and add
pointers to these transformations. For more information, see
“Creating Custom Transformations — An Example” on page 114.

4. Save the file. Make sure the filename and location matches the
value you entered for the app.name.properties setting in

config.props.

For an example of an applications properties file, see the generic
application properties file located in the Good Access Server
installation directory (install_dir/app/generic.props).
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Using Built-In Transformations

GoodAccess Server includes the following built-in transformations
you can use in your applications properties file. These
transformations are automatically applied to generic applications
(applications that don’t reference any other properties file).

Built-In Transformations

Transformation
CleanTables

CompressHtml

IndentTables
[(style=0l)]

Removelmgs

TransformlIfLarge
(size=number)

100

Description

Removes empty rows, columns, and tables.
Basically, removes empty table data cells (defined
by <td> tags) from the document.

Removes HTML content that holds redundant or
unnecessary information.

Replaces a table with a bulleted list. For example, a
table with this structure:

a0 al a2

b0 b1 b2

Is changed to this structure:

a0

*al

*a2

b0

*bl

*b2

If you specify the optional (style=ol) argument, the
result includes a numbered list instead of a bulleted

list (an HTML ordered list <ol>, instead of an
unordered list </i>).

Removes images (<img> tags) that do not have
hyperlinks. Also replaces images that are
hyperlinked with the value of their alt attribute.
Checks to see if the content is larger than the
number of bytes specified. If so, further
transformations are done.
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Built-In Transformations

Transformation
TransformNever

Truncate (size=number

[text=<value>])

Unpooled Xslt

(transform="filename”)

UnrollTables

Description

No further transformations are done. Because the
response.name.transforms property must have at
least one transformation specified, you can use
TransformNever as a placeholder.

Limits the encoded content to no more then number
bytes by removing HTML elements. If a text value
is specified, this value is inserted into the content
and appears on the handheld. If a text value is not
specified, the default value, Truncated by
GoodAccess, is used.

Example: Truncate (size=22222 text="<Truncated by
Home Office>")

Transforms content like the Xslt transformation
(described below). This transformation is intended
for use during active development of the XSLT. It
reads in the XSLT source every time it is used to
transform a page.

Moves the contents of table data cells (defined by
<td> tags) outside the table. Inserts <br> tags as
appropriate to maintain element spacing. For
example, a table with this structure:

a0 al a2

b0 b1 b2

Is changed to this:

a0

al

a2

b0

bl
b2
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Built-In Transformations

Transformation
UnrollTablesWithTables

Xslt
(transform="Ffilename”)

Description

For tables within tables, the inner-most table layout
is preserved, but all outer tables are unrolled.
Enables you to design and reference custom
transformations.This command reads the XSLT
style sheet specified by filename and transforms the
content based on this style sheet. The filename
value can be an absolute or relative path. (A
relative path is relative to the directory that
contains this application properties file.)

Example: Xsit (transform="bugzilla/bzMain.xsl”)

Using Debugging Transformations

In addition to the transformations listed above, Good Access includes
some debugging transformations you can use to help troubleshoot
potential problems. See the app/generic.props file for details.

Unpooled Transformations

GoodAccess Server also supports an unpooledXSLT transformation
that refreshes automatically when changed.

UnpooledXslt
(transform="Ffilename”)

102

This command reads the XSLT style sheet specified
by filename and transforms the content based on
this style sheet. This transformation refreshes
automatically.

The filename value can be an absolute or relative
path. (A relative path is relative to the directory
that contains this application properties file.)

Example: Unpooled Xslt (transform="myapp/
Main.xsl”)
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Using Custom Transformations

If desired, you can create custom transformations and add references
to them in your applications properties file. For an example of how to
create a custom transformation, see “Creating Custom
Transformations — An Example” on page 114.

Important: If you create a separate properties files for your
application, transformations (and other settings) in the generic
application properties file no longer apply. If desired, you can copy
(and modify) transformation settings from the generic application
properties file to your application’s properties file.
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Testing and Debugging Applications

Before you deploy your application to users, make sure the HTML
syntax of your application is correct. You can check the syntax by
opening the application on a handheld then check the application
interface and log files to see if errors occur.

This section describes logs, tips, and other tools you can use to help
test and debug your applications.

Log Support

GoodAccess Server includes a set of standard and diagnostic logs
you can use to help test your applications:

Types of Log Files

Log Type Description

Production Logs

Access Logs information about HTTP requests and responses.

Admin Records initialization of the server console and errors.

Content Logs content errors, such as incorrect HTML tags that prevent
the browser from displaying a page.

Default Contains start up, configuration, and shutdown information.

Push Logs information about the states of push messages and their
deliverables.

Stderr Logs serious error messages that would otherwise be sent to

the standard error.

Stdout Primarily logs serious messages that would otherwise be sent
to the standard output.
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Types of Log Files

Log Type Description

Diagnostic Logs
Converter  The converter log stores messages related to content

conversion.

Diff Logs caching of new content and sending of differential data.

Redirect Logs data when server encounters an HTTP redirection
response from a Web server.

Urlsubst Logs URL substitutions when the server replaces the pathin a
URL that follows the destination host name with a different
path.

Debugging Tips

The following are some tips on debugging transformations:
1. Refer to the stdout log to help debug a problem.

This log contains useful information about how the server is
matching your transformations.

a. Check the GoodAccess Server Console or the config.props file to
make sure the stdout log is enabled.

b. Examine the log entries to see how transformations are being
applied. (See example below.)

2. Include a transformation identification stamp in the application
file.

3. In custom XSLT transformations, use lowercase only to match
element names and attribute values. For example:

<a href="http:/fwww.name.com”>Name</a>
instead of:
<A HREF="http://fwww.name.com”>Name</A>
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Using Transformation Debugging Tools

Because of wireless connectivity and provisioning requirements,
developing and testing content transformations can be difficult using
an actual handheld. Good provides the following tools to help you
test and debug transformations:

e A command-line tool (HttpTransformTool) for doing scripted tests.

e An HTTP proxy tool (HttpTransformProxy) for interposing
between Internet Explorer (or other browsers) and the server.

Both tools can be run from a local, networked computer that has
access to GoodAccess Server. They show the following:

e Request made to the origin server

* Response returned from the origin server
e Tidied response

e Tidied and transformed response

e Debug output for the transformation selection

To use these tools, you must have the HTTP development port
enabled on your GoodAccess server and a Web browser configured
for proxying though the tool. Instructions are provided below.

Important: Good Technology provides these transformation tools for
your convenience only. Further testing and debugging is required for
creating transformations that work in a production environment.

Downloading the Transformation Tools

Both tools are packaged in a large ZIP file that includes an entire Java
Runtime Environment (JRE). This packaging makes it easier to run
the tool remotely. For example, you can run the tool on your local
computer and talk to a GoodAccess Server elsewhere on the network.
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To download the tools:

1.

The tools are available at a GoodAccess FTP site. You can FTP to
this site from a local machine.

Create an FTP connection in binary format to:
Server: ftp.good.com

Username: goodaccess

Password: GOOD4access (use zeros for the Os)
Change to the GoodAccessServer directory.

Use the FTP connection to download the ZIP file (gatools_4.exe) to
your local machine.

Setting Up GoodAccess Server

To set up GoodAccess Server:

1.

Log on to the host machine that runs GoodAccess Server.

2. Change to the GoodAccess Server installation directory. For

example:

C:\Program Files\ Good Technology\ GoodAccess Server
Add the following properties to the config.props file:
httpdev.enable true

httpdev.localport 8090

These settings enable an HTTP development port on the server.

4. Restart GoodAccess Server.

GoodAccess Administrator’s and Developer’s Guide 107



Developing and Extending Applications

Installing the Transformation Debugging Tools
To install the tools:

1. On the local machine, navigate to the directory where you
downloaded gatools_4.exe.

2. Double click the file icon to open the file and extract its contents.
You'll see the following screens. Follow the instructions as
directed.

£y WInRAR self-extracting archive

s Press Install button to start extraction.

+ Use Browse button to select the destination folder
from the folders tree. It can be also entered
manually.

» Ifthe destination folder does not exist, it will be
created automatically before extraction

£+ WinRAR self-extracting archive [X]

Extractng jre/bindverify.dil :I
Extracting re/bindwi2k_lza_auth.dll

Extractng fre/bin/zip. di

Estracting re/CHANGES

Estractng re/COPYRIGHT

Estracting pefjavaws-1_2_0_02-windows-585- exe
Estracting re/lib/

Extracting jre/lib/acdic/

Extracting jre/lib/awdio/soundbank.gm

Estracting jre/lib/charsets jar

Estracting jre/lib/emm/

Estracting jredlib/emm/CIEXYZ, pf

Extracting re/lib/cmm/GRAY pf
|E>etract'ng redlib/cmm/LIMEAR_RGE pf

Destination folder
]I \HiiaT ransfarm LI Browse.,,
Instalation progress

The files are extracted and the tools are installed in the directory
you specified.
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Using the HttpTransformTool

The HttpTransformTool is a command line tool you can use for
scripted tests.

To use the tool:
1. Open a command window on the local machine.

2. Change to the directory where you installed the transformation
tools.

3. Type the following command:
jre/bin/java HttpTransformTool
The following text appears. It describes how to use the tool.
Usage:
HttpTransformTool -url=<url> [options]
Description:

Make an HTTP “get” request through the GoodAccess Server,
returning information about the request and its transformation

-url=<url>
The web resource to "get”. The <url> has the form
http://host/<path>
Options:

-host=<url>
The URL of the development port on the GoodAccess Server.
If not given, the value "http://localhost:8090" is used.

4. Follow the on screen instructions to use the tool.

When you enter the HttpTransformTool command and specify a
URL it should connect to the GoodAccess Server and return a
multi-part MIME document as a result.
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Using the HttpTransformProxy

The HttpTransformProxy tool enables you to use a Web browser on
your local machine to view transformed XHTML content produced
by GoodAccess Server.

To use the tool:

1. From the local machine, change to the directory you used to install
the tools:

2. Type the following command:
jre/bin/java HttpTransformProxy
The following text appears describing how to use the tool:
Usage:
HttpTransformProxy -localport=<port>[options]
Description:

Set up a proxy server that forwards requests made by a web browser to
the GoodAccess development port, causing the request to look like a
GoodAccess handheld request. The response returned to the web browser
is by default) the transformed XHTML produced by the GoodAccess
server

Required arguments:
-localport=<port>
<port> is the numeric value for this proxy port.
Options:
-host=<url>
The URL of the development port on the GoodAccess Server.
If not given, the value "http://localhost:8090" is used.
-response="{original | tidied | transformed}”

Selects the type of response returned to the requestor. By default the
transformed XHTML is returned

3. To start the tool on port 8091, type the following:
jre/bin/java HttpTransformProxy -localport=8091

110 GoodAccess Administrator’s and Developer’s Guide



Testing and Debugging Applications

The following interface appears:

& HttpTransformProxy listening on 8091 EWEJ@

The server's development port URL

|rmp:muca|hogt:amn|

Response sent to brovwser

" Origin Response " Tidied Responze % Transformed Response
GA Server Outputs

Origin Request | Origin Resporse | Tidied Resporse | Transtormed Response |

Deetoug Outputs

Client Reguest | Transform Selection |

Last error

-]
=l

4. Configure your web browser to proxy to port 8091 on localhost.
For Internet Explorer:

¢ Open Tools > Internet Options > Connections > LAN
Settings.

e Select Use a proxy server. Enter localhost for the address and
8091 for the port.

e Save your settings.

5. To see it working, open your Web browser and navigate to a URL.
For example, type www.yahoo.com.
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You should see a response in the browser and several results in
the tool interface. For example, the Original Request pane will
show something like the following:

& HtpTransformProxy listening on 8091 EWEJ@

~The server's develog it pport URL
|ptteatocaihost 8090
~Responss sent to broveser
" Origin Respanse " Tidied Response (" Transformed Response

~34& Server Output

Origin Request | origin | Tidiea | Respense |
EET /7£40521087438644 HTTP/1.0 -

coept: application/wnd.wap.mmlscripte, application/mnswo
oSt W, yahoo. col
User-Agent: GoodAccess

K — f

Deetoug Outputs

Clent Request | Transtorm Sefection |

[GET http: //winr. yahoo, con/7rd05=1087438644 HTTP/1.0 |
Aocept: application/vnd. good. gbdon, application,-‘vnd.\rap._|
Host: s, yahoo.com

User-Agent: Goodhccess 7
1 »
Last error

N

This is the actual request sent to the web server by Good Access
Server. You can resize the tool as needed.
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Deploying GoodAccess Applications

When you have finished test and debugging your Good Access
application, you're ready to deploy the application to user
handhelds.

To deploy a GoodAccess application:
1. Post the application on an HTTP (or HTTPS) site.
2. Email the URL location to mobile users.

3. The mobile user clicks the URL in the email message to access the
application.
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Creating Custom Transformations — An
Example

The following example shows how to create a custom transformation
for the Flight Status page on www.yahoo.com. You can use this as a
model for creating your own custom transformations.

Important: Information provided in the chapter is for instructional
purposes only. Public Web sites are subject to change, and if so, some
portions of this example may no longer apply. All Yahoo!®
trademarks, logos, service marks, trade dress, slogans, copyrighted
designs, or other brand features can be used only as explicitly
licensed by Yahoo!.

The main tasks required to create a custom transformation are:
e Analyze the site.

e Update the application properties file to apply a custom XSLT
transformation.

Important: Do not confuse the application properties file (for
example, install_dir/app/flightstatus.props) with the main server
properties file (install_dir/config.props).

» Create a custom style sheet for the site.

Each of these tasks are described in detail below.

Analyzing the Site

The first step in creating a custom transformation is to look at the site
and determine the type of transformations you want to perform.

1. Examine the application interface for important information
content.
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You'll notice on the flight status page that most of the relevant
information is located on the right, near the center of the page.

Travel Home - Yahoo! - Help

YaEOO! TRAVELH

Sign In

Welcome, Guest
Yahoo! Travel

Home Travel Guides Elights | Hotels Ca Vacation Packages | Cruises = Deals My Travel

Locate a specific flight

Flight Deals
« Today's flight deals Choose the aifine: [Selectanaiine v
Airline Directo:

o Flight number.

« Airline contact info
Airport Search

= Eind sirport codes
If you do not know the airline and fight number, use the fields below: Relevant

— information
 Flight Preferences Leaving from

« Check Resenations Going to

* Awards Tracker Date of fight. [Nov =] [20 =] Bl [2.00am =

= Biest Fares Updates
Find My Flight

2> Yahaol Weather
© Yahoo! Maps

Reproduced with permission of Yahoo! Inc. * 2004 by Yahoo! Inc. YAHOO! and
the YAHOO! logo are trademarks of Yahoo! Inc.

My Travel

2. Examine the application source code for key fields and forms.

There are two HTLM form definitions that contain the relevant
fields in the application.

YasHoO! TRAVELﬁ Travel Home - Yahoo! - Help
Welcome, Guest Signn
Yahoo! Travel
Home | Travel Guides | [ FElights | Hotels | Cars | Vacation Packages | Cruises | Deals | My Travel

Locate a specific flight

Flight Deals

- Today's fight deals Choose the aifline: [Selectanailine = Corresponds

Riline Directory — +

 Aiine contact info Flignt number to f'II’S't' form

Airport Search definition

« Fing airport codes

If you do not know the aiine and flight number, use the filds below
My Travel

- Elight Preferences Leaving fom

- Check Reserations Gaing 1o Corresponds

:w Date o fight: [Now =] [20 =] B [900am = to second

Best Fares Updates
Find My Flight _— fo m

definition

£ Yahoo! Weather

© Yahoo! Maps

Reproduced with permission of Yahoo! Inc. * 2004 by Yahoo! Inc. YAHOO! and
the YAHOO! logo are trademarks of Yahoo! Inc.
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a. This is the form that holds the top part of the application for
users who know the airline and flight number for the status
check:

<form name="status _resv_Ilhc_us" action="http://
edit.travel.yahoo.com/config/ytravel checkflight" method=get >

b. This is the form that holds the bottom part of the application
for users who need to look up flight information before getting
status:

<form action="http://edit.travel yahoo.com/config/
ytravel checkflight" method="GET" name="RESERVE" >

Tip: To help search through HTML code for relevant fields and
forms, try searching the text for distinguishable keywords such as
“form,” “method” or “get.”

Updating the Applications Properties File

Before you define a custom transformation, make sure the
applications properties file (app/appname.properties) includes a
pointer to the transformation.

1. Open the application properties file. For example:
install_dir/app/flightstatus.props
2. Add a selector for the page. For example:

response.yahooflightmain.selectors
requestURL=http://edit.travel.yahoo.com/config/ytravel_checkflight

3. Add a custom transformation:

response.yahooflightmain.transforms
XSLT (transform="flightstatus/custom.xsl”)
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Creating a Custom Style Sheet

This section describes the custom XSLT style sheet you need to parse
out the two forms described above.

1. Begin the style sheet with an XML header statement. This
statement is required for all XML files:

<?xml version="1.0" encoding="1SO-8859-1" 7>
2. Continue with a style sheet definition statement:

<xsl:stylesheet xmins:xsl="http:/fwww.w3.0rg/1999/XSL/Transform”
version="1.0">

3. Add statements for title, body and template matching criteria:

<xsl:template match="/"> ———————— This line specifies which
<html> nodes to process.
<head>
<title>Flight Status</title>
</head>
<body>
<xsl:apply-templates select="*"/> This line is important. It says
</body> to apply every applicable

Y template in the style sheet.
</html>

4. Define a template that parses the status_resv_lhc_us form.

<xsl:template match="//form[@name="status_resv_lhc_us']">

<form> L This line searches every
node for a form with this

<xsl:copy-of select=""|@*"/> name attribute.
</form> This line tells the parser to
</xsl:template> print all information in the

form.
In the example above, the [@name="status_resv_lhc_us'] statement

basically means, “search every node for a form with the
status_resv_lhc_us name attribute.
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5. Define a template that parses the RESERVE form.

<xsl:template match="//form[@name="RESERVE’]">

<form>

<xsl:copy-of select=""*| @*"/> Again, this line tells the
</form> parser to print out all infor-
</xsl'template> mation in the form.

6. Define a final template that parses out the remaining page
contents.

<xsl:template match="*| @* | text()”> ————— Thefirstline matches
<xsl:apply-templates select="*| @* | text()"/> L(;rs%%ngzgtnsrgﬁéh od

</xsl:template> before. The second
line recurses. The
result is removal of
elements that match.

7. Add a closing statement for the style sheet.
</xsl:stylesheet>

8. Save your custom transformation and copy the file to the location
you set in the main application properties file. For example:

install_dir/app/flightstatus/custom.xsl
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Processing Result

After you test and debug the application, the following is an example
of the how the flight simulator page should appear on a user
handheld.

Locate a specific flight
—1—— Simplified interface

e on handheld

airline:
nurnber:

IF you do not know the aidine and Aight
nurnber, uze the fields below:

fram:
to:
Mo 20
Drate of M

Reproduced with permission of Yahoo! Inc. * 2004 by Yahoo! Inc. YAHOO! and
the YAHOO! logo are trademarks of Yahoo! Inc.

Chon

For more information on deploying and debugging applications, see
“Testing and Debugging Applications” on page 104.

Customizing Tips

The following are some things to remember when you are creating
custom transformations:

e Telling the server which urls to match and transforming pages are
two separate processes.

"nxn

e The <xsl:apply-templates select="*"/> and <xsl:template> statements
included in a custom transformation are standard XSLT functions.

e All content is added by default. Use the following code to remove
everything you don’t want:

<xsl:template match="*| @* | text()">
<xsl:apply-templates select="*| @* | text()"/>
</xsl:template>
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e Keying in on specific attributes is the easiest way to transform:

<xsl:template match="//form[@name="RESERVE’]">
<form>

<xsl:copy-of select="*| @*"/>

</form>

</xsl:template>

e Use lowercase only to match element names and attribute values.
For example:

<a href="http://fwww.name.com”>Name<./a>
instead of:
<A HREF="http://www.name.com”>Name<./A>

e Do not strip the content between <head>....</head>. This often
includes Javascript function definitions or globally-executed
Javascript code.

* Do not remove form elements in a form, or be careful about doing
so when the Javascript on a page contains references to offsets
within that form. For example, if a script refers to an element like
the following;:

window.document.myform.elements[163].value = “foo”;

and the element has been stripped by a transformation, the page
may not work correctly.

e Be careful about removing forms from pages. Sometimes forms
are referred to by their offsets. For example:

var theForm = document.forms[2];

e For more details on creating custom transformations or
integrating your applications on GoodAccess, contact Good
Technology’s Professional Services department.
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7 Server Configuration
Parameters

Server configuration properties can be set from the GoodAccess
Server Console or in configuration files. Commonly-used properties
are included in the server console and a more extensive set of
properties are included in configuration (also called “properties”)
files.

This chapter describes setting properties in the server properties files.
For information on setting properties in the Good Access Server
Console, see “Managing GoodAccess Server” on page 35.

Important: If you change configuration settings directly in a
properties file, make sure you use a plain text editor (such as
Microsoft Notepad) to edit the text. Also, make sure you save a
backup copy of the file before making changes.
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About Properties Files

GoodAccess Server contains the following property files:

Default property file (config.props). Contains the most-common
Server properties and defaults.

Application properties files (applicationname.props). These are
properties files you can create for your applications. Good Access
includes a generic properties file (generic.props) that applies to all
applications that don’t have an application-specific properties file.

Advanced property file (advanced.txt). Contains advanced
properties for fine-tuning your server installation. Do not use
these properties unless directed by Good Technical Support.

When you first install Good Access Server, the server makes a
backup of the server configuration file and saves it as
config.props.bak. You can use this file to restore the original server
defaults if desired.

Important: Only the default properties file (config.props) and
associated application properties files (applicationname.props) are
actively referenced by GoodAccess Server during startup. To use a
supplemental property described in advanced.txt, remove the
comment marking (#) in front of the property and copy it to

config.props.
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The Default Properties File

Most configuration options described in this chapter are located in

the config.props file. This file is located in:
install_dir/config.props

& ~=lol x|

File Edit Format Help

### GoodAccessServer -
AR Version 3.0.5.49 properties

# Thiz file cortains a brief description of default properties included in the

# GoodAccess Server properties file (config props). | also includes examples

# of additional properties (marked by comment symbols #) you may wish to include in your
# goodaccess props file. For more information about GoodAccess properties, refer to the
# GoodAccess Administrator's & Developer's Guide.

#

# Maote: *interval, * sweep, and * timeout properties are specified in miliseconds

## Log Management

# Set time interval for log rollover. By default logs roll the log files st midnight,

# every 24 hours

# Mate: In addtition to the logs listed helov | log files based on certain

# specific server features may be activated (for example, a URL substitution log).

log rollinteryal chaily

# Catch-all log for messages between the server and the
# Good Metwork Data Center

# =l
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The table below describes major sections in the file and where to go
for further information about properties included in these sections:

Sections of the GoodAccess Properties File (config.props)

Section
Client

Configuration

Content
Conversion

Application
Support

Host
Substitution

URL
Substitution

Redirect

Header
Management

Differential
Data

124

Description

Sets the default Good Access home page
and internet access permissions for
handhelds.

Enables the server to optimize content
sent to handhelds by compiling and
compressing content.

Determines how applications and URLs
are selected for content transformation.
Controls properties files used by
applications.

Maps a specified hostname ina URL to a
different hostname. You can also use the
GoodAccess Server Console to set host
substitution.

Maps a specified URL path to a different
path. You can also use the GoodAccess
Server Console to set URL substitution.

Enables Good Access Server (rather than
handhelds) to handle URL redirection
responses from the Web server.

Enables the server to modify HTTP
header requests before forwarding the
requests to their destination hosts.

Enables the server to incrementally
update documents stored on handhelds.

For More
Information

“Client
Configuration”
on page 127.

“Content
Conversion
and
Transformation
” on page 128.

“Application
Support” on
page 165.

“Host
Substitution”
on page 130.

“URL
Substitution”
on page 132.

“Redirected
HTTP
Requests” on
page 134.

“Header
Management”
on page 137.

“Differential
Data” on
page 144.
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Sections of the GoodAccess Properties File (config.props)

For More
Section Description Information
Response Size  Enables the server to limit the amount of “Response
HTTP response content sent to Size” on
handhelds. page 148.
Push Support  Enables the server to send push “Setting Push
messages to handhelds. Also controls Properties” on
which hosts are allowed to initiate a page 87.
push command.
Server Console Contains properties that control the “Server
GoodAccess Server Console. This Console” on
includes properties to enable the page 150.

console, setting the console port, and
console login.

Traffic Display Enables the GoodAccess Server Console “Traffic
to display the amount of data traffic sent Display” on

to and from handhelds. page 152.
Log Contains properties that control server ~ “Log
Management  logging. This includes enabling and Management”
disabling different types of logs. on page 153.
SSL Support Enables Secure Socket Layer (SSL) “SSL Support”
communications (https) between the on page 157.

server and secure Web sites.
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Application Properties Files

In addition to the config.props file, applications you develop for
GoodAccess can have their own properties file to control data

transformations, header

replacement, and so on. Application

properties files are located in:

install_dir/app

This directory includes a generic.props file that applies to all
applications that don’t have an application-specific property file. You
can use this file as a template for creating custom properties files for

your own applications.

File Edit Format Help

.,J generic.props - Notepad

=10l x|

# and unrolling tables.

#

response all.selectors

rezponse all transforms
Removelmgs
CleanTables
UnrollTables
Truncate (size= 3000

requestUrl=*

# The catch-all behavior i to transform only "large” pages, removing images

TransformlfLarge (size=6000) i
|

text="=Truncated by GoodAccess=")
Stamp  (text="=Reformatted by Goodacocess =)

i
i
i

Available cortert transformations

# CleanTables
#

K1
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Client Configuration

These properties enable you to:

e Limit internet access for users by disabling the Go to Web
Address command on handhelds.

e Set the default home page for handhelds.

Client configuration properties include:

Property Name Default Description
client.config. http:// Sets the home page URL for
GA_HomePage www.good.com GoodAccess handhelds. You can use

an external URL (if internet access is
enabled) or an internal URL.

client.config. false Enables internet access restrictions.

GA_WalledGarden If set to true, the Go to Web Address
command on the handheld is
disabled.
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Content Conversion and Transformation

GoodAccess Server uses content conversion and transformation
procedures to reformat Web content. These procedures enable the
server to prepare information for optimal display on a wireless
handheld.

Content conversion is the process of changing Web content into a
compact format for delivery to handhelds. Content transformation is
the process for reformatting, truncating, and otherwise scaling down
large HTML pages to make them suitable for viewing on the small
screen of handhelds.

Content Conversion Adapters

GoodAccess Server includes a set of content-conversion adapters for
mapping text-based Web content to a compiled form that can be sent
to handheld devices. Compiled content is more compact and far
more efficient for wireless transmission than text-based content.

There are content-conversion adapters for the following types of text-
based content:

e HTML

* Wireless Markup Language (WML)

e Plain text

e WMLScript (a scripting language for WML)

Content conversion is always enabled, Good Access Server

automatically detects the content type and compiles the content
using the appropriate conversion adapter.
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Content Transformation

Content transformation properties are stored in separate application-
specific configuration files (not in config.props). Conversion and
transformation properties differ for different applications and
different URLs. For more information on content transformation
properties, see “Developer’s Reference” on page 165.

The following property enables the use of converters:

Property Name Default Description
converter.enable true If set to true (the default), enables
content conversion.

Note: The converter must to be
enabled at all times.
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Host Substitution

Host substitution makes it possible to change the Web site that a
wireless handheld requests without having to reconfigure the
handheld. This can be very useful when changing server hosts.

With host substitution, you can set GoodAccess Server to map a
specified host name in a URL to a different (substitute) host name
that you also specify.

For example, if a wireless handheld is configured to initially send all
of its HTTP requests to localhost, where localhost is Good Access
Server, the server can be configured to send the request to a different
host, such as www.gadocs.com.

hostsubst.enable true
hostsubst.sub localhost www.gadocs.com

The first line in the example enables host substitution; the second line
specifies that requests to localhost are to be sent to www.gadocs.com.

Any time the handheld’s requests need to be redirected to a different
host, the hostsubst.sub property can be changed to specify the new
destination.

You can specify multiple host-name substitutions by entering pairs of
URLs as a space-separated list. In the following example, localhost is
mapped to www.gadocs.com and www.abcdef.com is mapped to
WWW.ZYXWUU.cont:

hostsubst.sub localhost www.gadocs.com
www.abcdef.com www.zyxwou.com
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Host substitution properties include:

Property Name Default Description

hostsubst.enable false If set to true, enables host
substitution.

hostsubst.sub localhost One or more host substitutions,

www.SomeOtherHost.com specified as:
host new_host host new_host...

For example, to forward
requests sent to www.gate.com
to www.goodaccess.com, enter:
hostsubst.sub www.gate.com
www.goodaccess.com
hostsubst.log.  false If set to true, enables logging of
enable host substitution events.
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URL Substitution

URL substitution (in combination with host substitution) makes it
possible to fully change the URL that a wireless handheld requests
without reconfiguring the handheld.

If a wireless handheld is configured to initially send all of its HTTP
requests to localhost/home, where localhost is Good Access Server, the
server can be configured to forward the request to a new location —
differenthost/differenthome.

For example, with URL substitution, you can set GoodAccess Server
to map the path in a URL that follows the host name to a different
(substitute) path that you also specify.

urlsubst.enable true
urlsubst.sub localhost/intro.html localhost/demo/docdemo.html

The first line in the example enables URL substitution. The second
line specifies that requests to localhost/intro.html are to be redirected
to localhost/demo/docdemo.html.

Important: URL substitution is applied before host-name
substitution. Therefore, to map the URL http://localhost/intro.html to
http://www.rcdocs.com/demo/docdemo.html, you need to keep localhost as
the host name in URL substitution, as shown in the example above,
and configure host-name substitution to map localhost to
www.gadocs.com, as described in “Host Substitution” on page 130.

You can specify multiple path substitutions by entering pairs of
URLs as a space-separated list. For example:

urlsubst.sub localhost/intro.html localhost/demo/docdemo.html www.
abcdef.com/pubs.html www.abcdef.com/engineering/techdocs.html

In this example, localhost/intro.html is mapped to localhost/demo/
docdemo.html and www.abcdef.com/pubs.html is mapped to
www.abcdef.com/engineering/techdocs.html.
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Properties for URL substitution include:

Property Name Default
urlsubst.enable false

urlsubst.sub http://

www.goodaccess.com/
testhomedeck.wml

http://

www.goodaccess.com/

homedeck.wml

Description

If set to true, enables URL
substitution.

The URL substitution that you
want to be carried out, specified
as:

hostname/path hostname/
subsitute_path

For example, to redirect
requests sent to
www.gatenga.com/home/news to
www.gatega.com/new_home/info,
you would enter:

www.gatega.com/home/news www.gatega.com/new_home/info

urlsubst.log.enable false

Important: the host name must
be the same in both URLs; only
the path following the name can
be replaced. To change the host
name in a URL, you need to use
host substitution.

If set to true, enables logging of
URL substitution events.

GoodAccess Administrator’s & Developer’s Guide 133



Server Configuration Parameters

Redirected HTTP Requests

In some cases, a Web server is configured to redirect requests for a
particular URL to a different location. For example, if a company’s
home page is moved to a new location, requests for the old URL may
be directed to the new URL.

To save valuable, over-the-air time, you can configure Good Access
Server to handle redirection responses.

When a Web server makes a redirection response, it sends a message
with an HTTP response code of 301 or 302 (the location of the
requested Web page has changed, either permanently or
temporarily) and the URL of the new location. The recipient of the
redirection response can then send an HTTP request for the new
URL.

You can configure GoodAccess Server to handle redirection
responses (the default) or you can configure the server to return an
HTTP response to the handheld that made the initial request, so that
the handheld can send a new HTTP request with the new URL.

Setting Good Access Server to directly handle redirection responses
reduces the time that would otherwise be spent in sending the Web
server’s response to the user handheld and followed by the user
handheld returning its response to GoodAccess Server.

When GoodAccess Server is configured to handle redirection
responses, each time it receives a redirection response from a Web
server, it creates an HTTP request that uses the URL for the changed
location and sends the request back to the Web server. When the Web
server responds, GoodAccess Server returns the response to the
browser. An exception to this sequence is when the Web server sends
a redirection response and a Set-Cookie header and cookie handling is
disabled on the server. In this case, to make sure the browser receives
the cookie, Good Access Server sends the Web server’s response
directly to the browser.
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When you enable GoodAccess Server to handle redirection
responses, you can also configure it to limit the number of
consecutive redirection responses it allows per response. This
prevents the possibility of getting stuck in a redirection loop, which
can occur if a series of redirection responses leads back to the original
URL. For example:

URL A >URL B> URL C>URL A

If Good Access Server is set to allow only five redirection responses in
a row, the loop in the example is followed once and then broken off
before it gets to URL C the second time.

To set a limit on the number of consecutive redirection requests, you
use the configuration property redirect.max.

The following table lists the properties for configuring Good Access
Server to handle redirection responses:

Property Name Default Description

redirect.enable true If set to true, enables the server to
handle redirection responses. If
false, redirection responses are

handled by the browser.
redirect.max 5 Maximum number of consecutive

redirections allowed per request.
redirect.log.enable  false If true, enables the server to log its

redirection requests.
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Managing Cookies

To improve application performance, GoodAccess manages cookies
on the server instead of sending them to destination devices for the
handhelds to handle.

The server stores the cookies intended for handhelds in a local
database. No cookies are sent to handhelds. When a handheld sends
arequest to a Web site, the server checks to see if it has a cookie for
the site that is associated with the handheld. In this case, the server
sends the cookie as part of the handheld’s HTTP request.

Server-side cookies can improve application performance, since no
over-the-air time is used for transmitting cookies. In addition, server-
managed cookies save additional time for handhelds by following all
HTTP redirects that include cookies and take care of Web logins
requiring cookies.

Cookie data is stored in the server’s database.
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Header Management

GoodAccess Server receives HTTP requests from a handheld and
forwards them to their destination Internet hosts. Header
management makes it possible for you to configure Good Access
Server so that when it receives a handheld request intended for
designated hosts it adds or modifies one or more HTTP headers in
the request.

Header management settings are useful for accessing sites that are
not configured to recognize GoodAccess (or other types of wireless)
handhelds.

For example, the handheld might send GoodAccess as its user agent,
but GoodAccess is not recognized by Hotmail. You can specify that
the User-Agent header in all HTTP requests sent to hotmail.com is to
be set to Mozilla/4.0, instead of GoodAccess.

You can use the default header-management property settings in the
config.props file to change the User-Agent.

As a second example, you can add an email address header to all
HTTP requests and set the header value to the email address of the
handheld sending a request. When a Web server receives a request it
can then use the handheld email address for billing or other
purposes. Inserting a header for email addresses is provided through
the default header-management property settings in the config.props
file.

You specify headers, header values, and the hosts that receive them
by associating each of these with a header rule. A header rule is
defined through three properties:

e header.rule_name.header
e header.rule_name.value
e header.rule_name.hosts
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In each of these properties, rule_name is replaced by the name
assigned to the header rule. For example, in the default header
properties, there is a header rule for assigning an email address
header to all HTML requests. The rule name is email and
correspondingly there are three email properties:

o header.email header
e header.email.value
e header.email.hosts

header.rule_name.header. This property specifies the name of the
header to be inserted in an HTTP request or, if the header is already
present, to be modified.
Example 1:

header.mozilla_ua.header User-Agent
In this example, the rule name is mozilla_ua and the rule is set to
apply to the User-Agent header.
Example 2:

header.email header GI_EMAIL
In this example, the rule name is email and the rule is set to apply to a

GI_EMAIL header. Since GI_EMAIL is not a standard HTTP header,
GoodAccess Server will insert this header into requests.

header.rule_name.value. This property specifies the value to be
assigned to the header. The value is treated as a string and accepts
variables representing either the value of a header (%header_name%)
or the value of a handheld making a request.

Example 1:

header.email.header GI_EMAIL
header.email.value %gi_emailaddress%
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In this example, the email rule specifies that a GI_EMAIL header is to
be inserted in HTTP requests and that the value assigned to the
header is to be the email address of the requesting handheld.

Example 2:

header.html_first.header Accept
header.html_first.value text/html, % Accept%o

In this example, the rule html_first assigns the Accept header the
literal value text/html, followed by the received value of the Accept
header. For example, if the Accept header in the request received
from the handheld is:

Accept: text/vnd.wap.wml, text/plain, text/html

GoodAccess Server modifies the header to appear as:

Accept: text/html, text/ond.wap.wml, text/plain, text/html

The modified header ensures that a Web server always sees text/html
as the first element in the header.

Example 3:

header.mozilla_ua.header User-Agent
header.mozilla_ua.value Mozilla/4.0 (compatible; MSIE 6.0; Windows
NT 5.0; %User-Agent%)

In this example, the rule mozilla_ua sets the User-Agent header to the
literal value Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.0;
followed by the received value of the User-Agent header, followed
by a close-parenthesis. For example, if the value of the User-Agent
header sent by the handheld is:

GoodAccess 3.6.12 (PocketPC; GoodAccess; OS v. 4.4)
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The header value sent to the destination Web server is:

Mozilla/4.0 (compatible; MSIE 6.0;  Windows NT 5.0;GoodAccess
3.6.12 (PocketPC; GoodAccess; OS v. 4.4))

This ensures that destination Web servers view the handheld as
compatible with Mozilla/4.0, even if they do not recognize the user-
agent string for Good Access, which identifies the handheld’s user
agent.

header.rule_name.hosts. This property specifies the hosts that the
rule applies to. If there are multiple hosts, enter them as a space-
separated list.

At the beginning of a host name, you can use an asterisk (*) as a
wildcard to represent one or more components of the name. The
following are all acceptable:

Example Description
header.rulel.hosts * The rule applies to all hosts
header.rule2.hosts *.com The rule applies to all .com hosts

header.rule3.hosts *.goodaccess.com  The rule applies to all hosts that end
with goodaccess.com

You cannot use an asterisk (*) as a wildcard within a host name or as
part of a component:

s

// The following are not valid uses of
header.bad_rulel.hosts goodaccess.*.com
header.bad_rule2.hosts *oogle.com
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Default Header-Management Properties

The default header-management properties include:

Property Name

header.enable

header.email.
header

header.email.
value

header.email.
hosts

header.esn.
header

header.esn.
value

header.esn.
hosts

GoodAccess Administrator’s & Developer’s Guide

Default

false

GI_EMAIL

Y%gi_emailaddress%

GI_ESN

Y%gi_esn%

Description

If set to true, enables use of
header management.

The header rule email
applies to the header
GI_EMAIL. Since
GI_EMAIL is not a standard
HTTP header, GoodAccess
Server will insert this header
in all HTTP requests sent to
the hosts specified in
header.email.hosts

The header rule email sets
the value of the GI_EMAIL
header to the email address
of the device sending a
request.

The header rule email
applies to HTTP requests
sent to all hosts.

The header rule esn applies
to the header GI_ESN. Since
GI_ESN is not a standard
HTTP header, GoodAccess
Server will insert this header
in all HTTP requests sent to
the hosts specified in
header.esn.hosts

The header rule esn sets the
value of the GI_ESN header
to the ESN number of the
device sending a request.
The header rule esn applies
to HTTP requests sent to all
hosts.
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Property Name Default

header.html_first.  Accept
header

header.html_first.  text/html, % Accept%
value

header.html_first.  google.com
hosts

header.mozilla_ua. User-Agent
header

Description

The header rule html_first
applies to the HTTP Accept
header.

The header rule html_first
sets the value of the HTTP
Accept header to text/html
followed by the value of the
Accept header as received
from the handheld.

This has the effect of
ensuring that the first
element in the Accept
header is always text/html.

The header rule html_first
applies only to google.com. If
google.com receives an HTTP
Accept header where
text/vnd.wap.wml is the first
element, google.com returns a
WML page.

The html_first rule ensures
that google.com returns an
HTML page to Good Access
handhelds.

The rule mozilla_ua applies
to the HTTP User-Agent
header.
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Property Name Default

header.mozilla_ua. Mozilla/4.0 (compatible;

value MSIE 6.0; Windows NT
5.0; %User-Agent%)

header.mozilla_ua. hotmail.com google.com
hosts passport.com msn.com

Description

The rule mozilla_ua sets the
value of the User-Agent
header to Mozilla/4.0
(compatible; MSIE 6.0;
Windows NT 5.0; followed
by the handheld user-agent
string, followed by a close-
parenthesis.

The rule mozilla_ua applies
to hotmail.com, google.com,
passport.com, and msn.com.

These Web sites may not
recognize the handheld’s
user-agent string
(GoodAccess ...) but will see
the handheld software as
compatible with Mozilla/4.0
because of the value
assigned through
header.mozilla_ua.value.
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Differential Data

To reduce transmission time, GoodAccess Server supports
differential-data transmission. If differential-data transmission is
enabled, the server maintains a cache of the documents it sends to
individual handhelds.

When a GoodAccess browser on the handheld sends an HTTP
request for a document and the response comes back to GoodAccess
Server, the server automatically checks its differential-data to see if
the document is a newer version of a document previously sent to the
handheld. If it is, the server compares the two versions and sends
only the changes to the handheld.

A similar process happens when GoodAccess Server receives the
updated version of a push message. Before sending it to the
handheld, the server compares it to the previous version of the push
message and sends only the updated portion of the message to the
handheld.

When the GoodAccess handheld receives differential data from the
server, it updates the document with new content, so both the server
and the handheld have the latest versions. In general, sending
differential data requires fewer packets and reduces transmission
time.

The following table lists the properties for setting up differential-data
transmission:

Property Name Default Description

diff.enable true If true, differential-data
transmission is enabled.

diff.log.enable false If set to true, differential-data
logging is enabled.
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Property Name Default Description

diff.cache.basedir  diff The directory under which
documents previously sent to
handhelds are cached. Documents
are cached in binary form.

diff.cache.maxsize 268435456 The maximum size, in bytes, that
the cache can reach before the
server starts to delete older
documents to make space for newer
documents. The default is
equivalent to 256 megabytes. The
server deletes documents until the
cache is reduced to the size
specified by the diff.cache.optsize
property.

diff.cache.optsize 201326592 The “optimal” cache size. The
default is equivalent to 192
megabytes. This value should be set
large enough to allow for an
adequate number of previously
cached documents and still leave
room for adding new documents
up to the maximum cache size
specified.

The following is an excerpt from a differential-data log;:

[date&time][Infol Diff Data Cache:Initializing Cache
[date&time][Infol Diff Data Cache:* Location:
C:/gaserver/GA38~1.15/diff

[date&timel[Info]l Diff Data Cache:* Scanning
[date&time][Infol Diff Data Cache:Found 20 buckets, 20 files, 42313 bytes
[date&time][Info]Differential Data:Diff not possible
[date&time][Info]Differential Data:Diff not possible
[date&time][Info]Differential Data:Diff not possible
[date&time][Info]Differential Data:*** Attempting to use diff data
[date&time][InfolDifferential Data:Setting response key =
9e6abbe8c47e25afd428218fef7bf6d4
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[date&time][Info]Differential Data:Cached new document with key =
9e6abbe8c47e25afd428218fef7bf6d4

[date&time][Info]Differential Data:Diff not possible
[date&time][Info]Differential Data:*** Attempting to use diff data
[date&time][InfolDifferential Data:Setting response key =
3de56d643e313a5b92c5e3d324760533

[date&time][Info]Differential Data:Cached new document with key =
3de56d643e313a5b92c5e3d324760533

[date&time][Info]Differential Data:Browser says it accepts
application/vnd.goodaccess.diff, proceeding with diff attempt
[date&timel[Info]Differential Data:Browser says it has old version of
document with key = 3de56d643e313a5b92c5e3d324760533
[date&timel[Info]Differential Data:The server found the same version
[date&timel[Info]Differential Data:Content types are the same
[date&time][Info]Differential Data:Diff successful, diff data sent

In the excerpt, the log is initialized and the location of the differential-
data files is given as C:/gaserver/GA37~1.15/diff (equivalent to
install_dir/diff). At initialization, there are 20 buckets with a total of
20 files. The files take up 42313 bytes of disk cache.

A file holds a single document, such as an HTML page or a binary
image. A bucket is essentially a directory that holds zero or more files
and is used to distribute the files within the file system. When
GoodAccess Server receives a document, it generates a unique key
for the document. This key determines both the bucket and the name
of the file in which the document is stored.

The files in the 20 buckets occupy 42313 bytes of disk cache. Given
the default settings for diff.cache.maxsize (256 megabytes) and
diff.cache.optsize (192 megabytes), there is a great deal of room for
additional documents.
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Following initialization, a new document arrives at the server, as
indicated by the entries containing Diff not possible in the following
sequence:

[date&time][Info]Differential Data:Diff not possible
[date&time][Info]Differential Data:Diff not possible
[date&time][Info]Differential Data:Diff not possible
[date&time][Info]Differential Data:*** Attempting to use diff data
[date&time][Info]Differential Data:Setting response key =
9e6abbe8c47e25afd428218fef7bf6d4

[date&time][Info]Differential Data:Cached new document with key =
9e6abbe8c47e25afd428218fef7bf6d4

Here, the document is new in the sense that it is not found in the
differential-data cache. The document contains a text portion and
two images. Otherwise the log would show only one entry with Diff
not possible. Once the document has been identified as new, a unique
ID (response key = 9e6a5be8c47e25afd428218fef7bf6d4) for the
document is created. Any subsequent documents with the same
content will generate the same key value and be compared with the
cached document.

After the first document, a second new document arrives. As

indicated by the single Diff not possible, this document contains text
only, without referencing an image.
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After the second new document is cached, a document arrives that
matches a cached document. This results in the following sequence of
entries:

[date&time][InfolDifferential Data:Browser says it accepts
application/vnd.goodaccess.diff, proceeding with diff attempt
[date&timel[Info]Differential Data:Browser says it has old version of
document with key = 3de56d643e313a5b92c5e3d324760533
[date&timel[Info]Differential Data:The server found the same version
[date&timel[Info]Differential Data:Content types are the same
[date&time][Info]Differential Data:Diff successful, diff data sent

In the first entry of the sequence, Good Access Server sees that the
browser requesting a document accepts differential data. Next, the
server confirms that the browser's document version matches a
document cached on the server. Following this, the server confirms
that the requested document and cached document have the same
content types. Finally, the server computes and sends the difference
between the browser's document and the requested document.

Response Size

To minimize extensive, time-consuming downloads, you can enable
and set a responsesize properties to limit the size of the content portion
of an HTTP response that GoodAccess Server accepts for forwarding
to a wireless handheld.

These properties include a maximum response size setting for
various types of handhelds (Pocket PC, Palm OS, and others).

Setting with a normal suffix apply to data types that can be opened
directly by the Good Access viewer. Examples include images,
scripts, HTML, and WML (GDOM). The attachment setting applies to
data types recognized by other applications on the handheld.
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Examples include MS Excel documents, MS Word documents, and so

on.

Response size limits apply directly to content. In the case of HTML
content, it can be further limited by transformation properties.

The maximum applies to the number of bytes after compilation and
any differential data optimization.If an HTTP response exceeds the
response-size limit, the server sends an error to the viewer without

sending the content.

Response size properties include:

Property Name Default
responsesize.enable true

responsesize.PocketPC. 100000
normal

responsesize.PocketPC. 71000000
attachment
responsesize.PalmOS. 40000
normal

responsesize.PalmOS. 500000
attachment
responsesize.default. 40000
normal

responsesize.default. 40000
attachment

responsesize.log.enable false

Description

If set to true, enables the server to
limit the content portion of an
HTTP response.

Specifies the maximum number of
bytes of content that the server
sends to a Pocket PC handheld.

Specifies the maximum number of
bytes of content that the server
sends to a Palm OS handheld.

Specifies maximum content for all
other handheld types not
specifically listed.

If set to true, enables logging of
responses that are larger than the
value set for responsesize.max.

Log entries contain the URL and
size, in bytes, of responses that
exceed the limit set by the
property responsesize.max.
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The following is an example of an entry in the response-size log:

967497215 [Info] Response Size Limiter: Document at http://
162.198.37.169:80/sites/obongo/wml/home.xml is too large: 75662 bytes

Push Support

This section enables the server to send push messages to handhelds.
Also controls which hosts are allowed to initiate a push command.
For more information, see “Setting Push Properties” on page 87.

Server Console

Contains properties that control the Good Access Server Console.
These settings are useful if you want to change the console port or
reset login values.

The following table lists properties you can set to control console
behavior.

Property Name Default Description

admin.html.enable true If set to true, enables use of the server
console.

admin.log.enable true If set to true, enables the

management log. This log records
initialization of the server console
and errors.

Use of the management log is not
recommended in a production
environment.

150 GoodAccess Administrator’s & Developer’s Guide



Server Console

Property Name Default Description

admin.html.port 19001 The port number the browser uses to
access the server console.

A browser accesses the server
console through the following URL:

http://hostname:port

where hostname is the name of the
host system running GoodAccess
Server and port is the port number
entered as the value of
admin.html.port.
admin.html.username admin A user name for validating access to
the server console.
This is a required property. The
server console requires a user name
for authentication.
admin.html.password admin A password for validating access to
the server console.
This is a required property. The
server console requires a password
for authentication.
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Traffic Display

Enables the GoodAccess Server Console to display the amount of
data traffic sent to and from handhelds. These settings are useful for
enabling the traffic display or changing the time interval for storing

data.

The following table lists properties for enabling the traffic display
and for setting a limit on the length of time traffic data is stored.

Property Name Default
trafficdisplay.enable  true

trafficdisplay.maxage 7257600000

Description

If set to true, enables the display of
traffic between GoodAccess Server
and handhelds.

The length of time, in milliseconds, to
store traffic data. The default is
equivalent to 12 weeks.

When this property is commented
out, and the server uses its own
default, which is 12 weeks—the same
as the default value of
trafficdisplay.maxage. You can
uncomment the property and set it to
a different value to extend or reduce
the default storage time.

152 GoodAccess Administrator’s & Developer’s Guide



Log Management

Log Management

The server automatically maintains production log files and makes
available a number of diagnostic log files. In addition, it provides
properties that allow you to specify the format used for displaying
times in log files and to specify when and how often log files are
rolled. This section describes log file properties you can set in the
config.props file.

Location of Log Files

All log files have a Good Access assigned name and are stored (by
default) in the server’s install_dir/logs directory. Note: Filenames for
individual logs (for example, redirect.log) are set by the server and
cannot be changed.

Log Rolling

The “Log rolling” section of the config.props file allows you to
determine when and how frequently log files are rolled. When a log
file is rolled, the file is closed and a new log file is opened with the
current date and time appended to the log name.

Logs are renamed using the following syntax:

name.logMM-dd-yy. HH-mm-ss

where MM-dd-yy.HH-mm-ss represents the time the log file roll
operation occurred. For example, access.log12-21-03.77-15-22.

By default, log files are rolled every 24 hours, at midnight.
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The following table describes the servers log rolling properties:

Property Name Default Description

log.roll.interval  day Specifies the length of time that a log file is
open, before it is closed and a new log file
started. Log rolling intervals can be none,
hour, or day.

If the value is set to none (or no value is
specified) log rolling will not occur.

Time Format Used in Time Stamps

Every entry in a log file has a time stamp marking the time that an
event was logged.

Configuring NT Event and Good Operations Logging

Use the following properties to configure the NT Event log and/or to
send messages to the good-ndc.log file.

Properties for the NT Event log include:

Property Name Default Description

ntevent.log.enable  true Enables the NT Event log. If true the
log is enabled. This log stores
severe errors encountered by the
server, including server
configuration errors.
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Properties for the single log file include:

Property Name Default Description

good-ndc.log.enable true Enables a global log file for all
communications between
GoodAccess Server and the Good
Operations Center. If true the log is
enabled and all server
communication related logging
messages are stored in this file.

Note: In some cases, when communicating with the Good Operations
Center, the GoodAccess Server and GoodLink Server share the same
log messages. Even though the GoodAccess Server generates these
messages, the term “GoodLink Server” may appear in the messages.
For more information, see “Shared Log Messages” on page 52.
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About the Access Log

The access log records Web activity. Entries are recorded in an
extended version of Common Log Format, a standard access-log
format for Web servers. Each entry contains the following
information:

Log Entry Description

Remote ID The handheld device identifier (email address) from which
a wireless communication is received.

Date The date and time of an HTTP request, enclosed in brackets.
For example: [28/Aug/2001:12:21:26 -0800]
Request A request line, enclosed double quotes, exactly as it was

received from the browser.
A request line includes the destination URL and the method
(usually GET) used to retrieve it. For example:

"GET http://www.pozart.com:80/the/portal/cal/
cday.po?date=20010828&sk=22622Q2t5IHVQgk82jTRgg-V

HTTP/1.0”

Status A status code returned by the Web server, indicating
success or a type of failure.

Bytes The number of bytes of content returned by the Web server.

Referrer The URL the browser was on before requesting the current
URL. If no referrer-URL is specified, appears as - (minus
sign).

User agent The type of browser used to make the request. User agent is

enclosed in double quotes. For example: “MyDevice 1.5
(GoodTechnology Handheld; OS v. 1.0)”

User agent is a standard extension to common log format.

For security purposes, Good Technology recommends reviewing the
access log periodically to monitor handheld connections on your
network. The following is an example of an entry in an access log:

192.168.4.25 - - [27/Mar/2001:14:34:33 -0800] “GET http://localhost/prod/

index.wml HTTP/1.0” 200 388 - “GoodAccess 8.1 (PPC; IP; OS v. 8.5
8192K)”
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SSL Support

The following properties are available for configuring Secure Socket
Layer (SSL) communications (https) between the server and secure

Web sites:

Property Name Default Description

ssl.enable true Enables SSL. communications.

ssl.log.enable false If set to true, enables creation of
an SSL log file.

ssl.trusted ssl/trusted.txt Location of the file that contains

a list of installed certification
authority root certificates.
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Advanced Configuration

The following properties are available for fine-tuning your server
installation. Do not use these properties unless directed by Good
Technical Support.

HTTP Request and Response Management

Connections to a Web Server

You can configure GoodAccess Server to time out if it cannot connect
to a Web server within a specified length of time. You can also turn
logging on to record problems in connecting to Web servers.

The time out settings is useful for preventing excessive wait times
when a handheld tries to access a site supported by an overloaded or
downed Web server. The logging setting is useful for troubleshooting
Web server connection problems.

Properties for HTTP connections include:

Property Name  Default Description

thread.min 50 The number of threads to allocate,
prior to startup, for handling HTTP
requests.

thread.max 200 The maximum number of concurrent
threads to allow for handling HTTP
requests.

thread.queuesize 1000 The maximum number of HTTP

requests the server will handle. The
total includes active threads and
requests in queue, waiting for
connection threads from the thread
pool.
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Property Name  Default Description

http.timeout 60000 The maximum length of time to wait
for a connection to a Web server, in
milliseconds. The default is equivalent
to one minute.

http.localhost HHE L HHL . The IP address or host name to be
used in sending packets to a Web
server. If you do not specify a localhost
value, the server uses the default IP
address of its host system.

Outgoing Proxy Support

You can configure GoodAccess Server to use proxy servers for the
HTTP and HTTPS (secure HTTP) requests it receives. There can be
multiple servers for each protocol. For example, you can define a
proxy server for all HTTP requests sent to HTTP://www.oneurl.com
and a separate proxy for all HTTP requests sent to HTTP://
www.twourl.com. Similarly, you can define separate proxy servers for
HTTPS requests sent to the same destinations.

For each proxy server you define, you need to assign the proxy a
proxy name and configure the following properties:

e proxy.proxy_name.host
* proxy.proxy_name.port
o proxy.rule_name.rule

For a single proxy, there may be multiple rules, each with its own
rule name.

For proxies that need to authenticate themselves in order to access an
HTTP realm, you also need to set the following properties:

* proxy.proxy_name.realm.username
e proxy.proxy_name.realm.password
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Proxies for HTTPS require an additional property:

proxy.proxy_name.options

Thus, for two HTTP proxies, HTTP_Proxyl and HTTP_Proxy2 and
one HTTPS proxy, HTTPS_Proxyl, you potentially have the
following sets of properties:

proxy.Http_Proxyl.host proxy.Http_Proxy2.host  proxy.Https_Proxyl.host
proxy.Http_Proxyl.port proxy.Http_Proxy2.port  proxy.Https_Proxyl.port

proxy.Http_Proxyl.
realm.username
proxy.Http_Proxyl.
realm.password

proxy.Https_Proxyl.options

proxy.Http_Proxy2.realm. proxy.Https_Proxyl.realm.

username

username

proxy.Http_Proxy2.realm. proxy.Https_Proxyl.realm.

password

password

In addition, for each proxy there must be one or more

proxy.rule_name.rule properties.

Properties for proxy server set up and logging include:

Property Name
proxy.enable

proxy.log.enable

proxy.proxy_name.

host

proxy.proxy_name.

port
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Default
false

false

<hostname> |
<IP address>

<port>

Description

Enables Good Access Server to use a
proxy server for making HTTP
requests.

Enables logging of proxy
configuration information.

The host name or IP address of the
proxy server identified by
proxy_name. The identifier you set
for proxy_name is used in
subsequent properties

The port on which the named proxy
receives requests.
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Property Name

proxy.proxy_name.
options

Default

tunnelssl |
nonsectre

Description

If the proxy named in the property
is used for HTTPS, one of the
following options, or a combination
of the two options:

tunnelssl

The server tunnels SSL through the
proxy to the Web server.
GoodAccess Server opens an SSL
connection to the Web server by
means of the proxy. HTTPS requests
and responses then go through the
proxy, but are only decrypted at the
Web server or GoodAccess Server
not at the proxy.

nomnsecure

Communication between
GoodAccess Server and the proxy is
carried out over a nonsecure
connection, but communication
between the proxy and the Web
server is carried out over SSL.

You can combine the two options,
by entering both of them, separated
by a space. In this case, Good Access
Server tries the first option and, if
this fails, it tries the second option.

For example, to have the server
attempt to establish an SSL
tunneling connection, but switch to
a nonsecure connection if this fails,
you would enter:

tunnelssl nonsecure

Note: To combine options, make
sure you remove the “|” separator
between options that appears in the
default properties file.
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Property Name

proxy.rule_name.
rule
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Default Description
<protocol>:// Names and defines a proxy rule. A
<regex> proxy rule specifies a URL-

<proxy_name>  matching pattern (a regular
expression) and a proxy name.

When the browser makes a request,
the requested URL is matched
against the patterns in all proxy
rules and the rule with the most
specific pattern is selected.

The server accesses the URL via the
proxy named in the selected rule. If
the URL does not match any pattern
or if the selected rule's proxy is the
special keyword noproxy then no
proxy is used and the server
accesses the URL directly.

The URL-matching pattern in a

proxy rule must start with the

protocol, either HTTP:// or HTTPS:/
For example, the following three rules might be used
in an enterprise intranet environment where internet
traffic is proxied through the firewall and intranet
traffic is allowed a direct connection. The proxy for
internet traffic is publicproxy.

proxy.http.rule http://* publicproxy
proxy.https.rule https://* publicproxy
proxy.intranet.rule http://corp.intranet noproxy

The following rules proxy a specific host that can't be
accessed directly:

proxy.xyz_http.rule http://xyz.com proxyToXyz
proxy.xyz_https.rule https://xyz.com proxyToXyz
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Property Name

proxy.proxy_name.
realm.username

proxy.proxy_name.
realm.password

Default
<username>

<password>

Description

Specifies the user name that the
named proxy needs to use for
authentication when it accesses the
HTTP realm entered for the realm
component of the property name.

For example, suppose Proxy server
proxy_1 is used for HTTP requests
sent to

www.gaerver.com/pubs/docs, the
realm gapubs contains
www.gaerver.com/pubs/docs, and the
user name required for accessing
gapubs is pubsusr. In this case, you
would set
proxy.proxy_name.realm.username
as follows:

proxy.proxy_1.gapubs.username
pubsusr

Specifies the password that the
named proxy needs to use for
authentication when it accesses the
HTTP realm entered for the realm
component of the property name.

Continuing the example above, if
the password for gapubs were
pubpass, you would set:
proxy.proxy_1.gapubs.password
pubpass
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Proxy Log

The proxy log records the proxy name assigned to a proxy server
(proxy.proxy_name.host) and port (proxy.proxy_name.port) and lists
each proxy rule (proxy.rule_name.rule) assigned to the proxy.

The following are some examples of proxy log entries for a single
proxy server.

[18/Jun/2002:13:43:18.136 PDT][Info]Proxy Manager: Proxy rcproxy=
192.168.1.1:8080 added

[18/Jun/2002:13:43:18.186 PDT][Info]Proxy Manager: Rule http://
www.rcdocs.com/* : reproxy added

[18/Jun/2002:13:43:18.186 PDT][Info]Proxy Manager: Rule http://
www.goodaccess.com/public/* : rcproxy added

In the first entry, the proxy named rcproxy has been assigned to the
proxy server at IP address 192.168.1.1, using port 8080.

The second and third entries show the proxy rules for using rcproxy.
The rule in the second entry assigns all HTTP requests sent to
www.rcdocs.com to rcproxy. The rule in the third entry assigns all
requests to rcproxy that contain the URL HTTP://www.goodaccess.com/
public.
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Application Support

When a wireless handheld requests an HTML page, the page sent in
response to the request passes through two selection processes and is
then configured according to the results of those processes.

 In the first process, GoodAccess Server attempts to identify the
specific Web application the page is requested from. It uses the
request URL and any POST data in the body of the request to
make the identification. If a specific application can’t be identified,
it assigns the page to a generic application.

e In the second process, GoodAccess Server selects the page for
transformation based on settings in the application’s
configuration file.

Once selected, a page can be transformed to reformat, truncate, and
otherwise scale it down to make it suitable for viewing on the small
screen of wireless handhelds (for example, removing images,
unrolling tables, and truncating pages over a certain size).

GoodAccess Server includes a configuration file for the generic
applications (generic.props). In addition, application developers can
identify custom applications used by GoodAccess handhelds and
creating separate configuration files for each custom application. In
practice, this means:
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1. Specifying the request URL and/or POST data to select the
application.

2. For each application, specifying the request URLs, response URLs
and/or POST data to select pages for transformation.

3. Specifying appropriate content transformations for each page.

You use the GoodAccess properties file (config.props) for Item 1 listed
above and application-specific properties files for the other items.

Benefits of this Approach

The application and page selection options provided by GoodAccess
Server are robust. They enable application developers to fine tune
transformations for very specific purposes.

For highly-structured applications and pages that include consistent
sets of data, you can define and apply simple application selection
and transformation criteria.

For robust applications that include a variety of data sets and page
designs, you can define and apply highly-customized application
and selection criteria.

For example:

e A simple application that looks up email addresses from a
corporate directory, might work just fine with the settings already
defined in the generic application properties file.

e A structured accounting application that extracts spreadsheet data
from a single database, might need a customized application
properties file that applies a single set of transformations to all
pages in the application.

e A complex sales lead, order tracking system might need multiple
application properties files, each with a large set of customized
transformations that apply to individual, customized page types.
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Identifying the Application Requested

The GoodAccess Server properties file has one or more property sets
to identify the application requested. One set is for a generic
application—any application not identified specifically. The other
sets are for specific applications (one set for each application).
Properties included in each set are app.name.selectors,
app.name.properties, and app.name.reload.

Sets of properties are identified by the name element they share. For
example, app.generic.selectors, app.generic.properties, and
app.generic.reload comprise the generic application set.

By default, the GoodAccess Server properties file comes with the

properties set for generic applications and no others (apps/
generic.props).

GoodAccess Administrator’s and Developer’s Guide 167



Developer’s Reference

Properties to identify requested applications include:

Property Name
app.name.selectors

app.name.properties app/name.props

app.name.reload
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Default

A list of one or
more selectors.

false

Description

A list of one or more selectors for
matching against the request URL
and any POST data in the request.

Each selector has a requestUrl
component and a postData
component.

If one of the selectors in instance
#1 of the property is a better match
than any selector in any other
instance of the property, the
application identified by name in
instance #1 is specified. Selector #1
is a better match than selector #2 if
it is narrower—that is, if it allows
for fewer possible matching URLs.

For the syntax of selector
components and the algorithm for
comparing and ranking matches,
see “Selector Component Syntax”
on page 173.

Identifies the configuration file for
the application identified by name.
(The default application directory
is install_dir/app.)

Determines if properties for the
application identified by name are
reloaded when they change.

If true, for every request that
matches a selector in
app.name.selectors, the timestamp
of the properties file for name is
compared to the last-loaded
timestamp and the file is reloaded
if it is newer.
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By default, the generic.app properties are:

app.generic.selectors requestUrl=.*
# app.generic.properties app/generic.props
# app.generic.reload false

The value of the app.generic.selectors property (requestUrl=.*) is a one-
component selector equivalent to the following two-component
selector:

(requestUrl=.* postData=.%)

In the first property, the postData component is not required
because the default for any component is “ .* ” (matches
anything).

Parentheses are used, when necessary, to group the components
of a selector. The selector in the app.generic.selectors property

doesn’t need parentheses because it contains only one component.

If the alternative selector had no parenthesis, it would be
interpreted as a list of two separate selectors (each with one
component), with postData=.* as the first selector and requestUrl=.*
as the second.

The selector requestUrl=.* is “generic” in the sense that it is a
match for any possible request. That is, each of its components
(explicit requestUrl and implicit postData) match any possible item
of its type in a request.

Both components of the selector have to match for the selector to
count as a match. If the selector was defined as requestUrl=.%//.%/
yourhost/* and the request URL didn’t include yourhost, the
selector would not be a match even though the implied
postData=.* component was a match.

The app.name.properties and app.name.reload properties have
default values, so they are functional even if they are commented
out. If you are creating a property set and the app.name.properties
and app.name.reload properties use default values, you do not
have to include them in the set.
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The properties app.name.selectors and app.name.properties for a set
work together as follows:

e If the browser’s request URL and POST data match the requestUrl
value and postData value of the property app.name.selectors for an
application, this match causes the properties in the configuration
file for that application (app.name.properties) to be applied to the
response (i.e., to the page returned in response to the request).

e Because the requestUrl and postData values defined by
app.generic.props are the broadest possible values (.¥), all request
URLs or POST data will match those values. Therefore, if there is
only one, generic set of properties defined, the configuration file
generic.props applies to all requests. In effect, generic properties
apply to any application requested.

e The properties in generic.props will be applied only if there is no
match with a selector for the application. For example:

e If you have provided a set of properties for a specific
application,

e [ts selectors are narrower than .*, and

e The browser’s request URL and POST data matches one of
those selectors.

The properties in the configuration file for that application will
be applied instead of the properties in generic.props.

170 GoodAccess Administrator’s and Developer’s Guide



Application Support

Selecting Pages and Providing Transformations

The configuration file generic.props, and any other configuration file
you create, has one or more sets of response.name.selectors and
response.name.transforms properties. Each property set is identified by
the name element they share. These properties define how response

pages are transformed.

In the default generic.props file, there is one set (response.all.selectors
and response.all.transforms) that apply to all response pages.

Property

Name Default
response.name. A list of one or
selectors more selectors.

response.name.
transforms

Description

A list of one or more selectors for
matching against the request URL, any
POST data in the request, and the
response URL. (The request URL and
response URL may be two different
URLs.)

Each selector has three components:
requestUrl, postData, responsellrl

If one of the selectors in the first instance
of the property is a better, narrower
match (i.e., allows for fewer possible
matching URLs) than selectors in other
instances of the property, the response
identified by name in the first instance of
the property is specified and the
transformations listed in
response.name.transforms are used.

For the syntax of selector components
and the algorithm for comparing and
ranking matches, see “Selector
Component Syntax” on page 173.

Lists the content transformations. For a
list of possible transformations, see the
configuration file, app/generic.props.
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A set of response.name.selectors and response.name.transforms
properties work together as follows:

» A match is defined by comparing the requestUrl value and the
URL of the request, the postData value and the POST data in the
request, and the responsellrl value and the URL of the response
page.

e If an application has multiple selectors defined in one or more
instances of the response.name.selectors property, only the
narrowest match is applied.

e A match causes the transformations for that response name to be
applied to the response (i.e., to the page returned in response to
the request).

For the generic.props file, the response.all.transforms property has the
following values:

TransformlIfLarge(size=6000)\

Removelmgs\

CleanTables\

UnrollTables\

Truncate(size=3000)\

text="<Truncated by GoodAccess>")\
Stamp(text="<Reformatted by GoodAccess>")

TransformlIfLarge is a switch that controls successive transformations
listed below it in the file. By default, TransformlfLarge triggers these
successive transformations only if the page is at least 6000 bytes.

Additional content transformations are listed at the end of the file. By
default these transformations are commented out, but you can use
any combination of the transformations in generic.props to build
configuration files for specific applications.
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Selector Component Syntax

Syntax for selector components include:

Component
Type Example Description

requestUr]l  requestUrl=.*//yourhost/.* A regular expression that is
matched against the request

URL.
postData postData=postVariable=Post A regular expression that is
\\+data matched against the POST data

in the request.

Note: POST data is generally
URL-encoded, with spaces
replaced by plus sign (+). The
regular-expression sequence
representing literal plus sign is a
backslash preceding the plus, as
in \+. However, the backslash
must be doubled in the
properties file, so literal plus is
written as \\+.

responseUrl responsellrl=.*/login.* A regular expression that is
matched against the response
URL. (The response URL differs
from the request URL if the
origin server redirects the
request.)

The property app.name.selectors in the Good Access properties file
uses only the requestUrl and postData components. The property
response.name.selectors in the application configuration file uses all
three components.
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Note the following:

Selector components are separated by a space. For example:

(requestUrl=.*URLPATTERN.* postData=.*Submit.*)

Another example:

(\

requestUrl=*URLPATTERN.* \

postData=.*Submit.*\

)
In the second example, the space between the first component and
the backslash (\) at the end of the first line separates the two
components.

A list with multiple selectors can select an application by both its
DNS name and its IP address:

requestUrl=.*://mydomainname/.* \
requestUrl=.*://IN\.2\\.3\\.4/.*

If an application is selected but the response.name.selectors
property in its configuration file provides no matches, no
transformations will occur. For this reason, consider copying the
property set (response.all.selectors and response.all.transforms) from
generic.props into configuration files for specific applications. This
will apply the all-purpose generic transformations in these cases.

Selector Matching and Ranking

The following algorithm is used to choose the best-matching selector:

For application selectors, the two components are matched
against the request URL and POST data. For response
transformation selectors, the three components are matched
against the request URL, POST data, and the response URL.

A selector is ranked only when each of its components is a match.
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* The highest ranking selector is chosen.

Although a selector can be ranked only if all its components
match, ranking is by individual component. RequestUrls are
considered first, and postDatas considered only if there is a tie in
requestUrls. ResponselUrls are considered only for ranking response
transformation selectors, and only if there is a tie in postDatas.
Each component is ranked by narrowest match. Narrowness is
determined by counting the number of literal characters in the
regular expression: The more literal characters, the narrower the
match. For ranking purposes, the regular-expression “character-
set” is equivalent to a literal character. Thus 4.* is narrower than .*
but the four following expressions are equally narrow:

“a”, "h.x", " NN+, “a-z] ¥
* A tie in the selectors is broken by choosing the profile with the
“alphabetically least” profile name. For example, with the
following selectors:

app.a.selectors requestURL=.*
app.b.selectors requestURL=.*

If the “a” and “b” profiles are the best matches, the “a” profile
will always be preferred over “b.”

Ignoring Case

If desired, you can set all response transformation selectors defined
for a given application to ignore case.You can also set the regular
expressions used to select applications to ignore case.

To set all response transformation selectors in an given application to
ignore case, add the following property to the properties file for the

application:

response.selectors.ignorecase true
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For example, adding this property to the apps/myapp.props file causes
all response transformation selectors defined for the myapp
application to be case insensitive.

Similarly, you can set application profile selection on GoodAccess
Server to ignore case. When the following property is set to true in the
GoodAccess config.props file, the regular expressions used to select
applications are case insensitive.

app.selectors.ignorecase true

Best Practices for Application Properties

By default, the Good Access Server properties file comes with a single
set of properties for generic applications (apps/generic.props) and no
others. However, because GoodAccess Server can handle different
applications with different transformations, Good Technology
recommends using application-specific profiles. This means:

e Configuring the config.props file to have multiple
app.name.selectors settings.

e Preparing multiple apps/name.props files.

Application-specific profiles are preferable to grouping all
transformations into the single apps/generic.props file.
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Supported HTML Elements

The following table lists HTML Elements and attributes and indicates
whether they are supported on GoodAccess handhelds. See also
“HTML Color Support” on page 184.

Element Attribute Supported (Y/N)
A Y
HREF Y
NAME N
ABBR Y (always boldface)
ACRONYM Y (always boldface)
ADDRESS N
APPLET N
AREA N
B Y
BASE N
HREF N
TARGET N
BASEFONT N
SIZE N
BDO Y
BIG Y
BLOCKQUOTE N
BODY Y
ALINK N
BACKGROUND N
BGCOLOR Y
LINK N
ONLOAD Y
ONSCAN N
ONUNLOAD N
TEXT N
VLINK Y
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Element Attribute Supported (Y/N)
BR Y
CLEAR N
BUTTON Y
CAPTION N
ALIGN N
CENTER Y
CITE Y (always boldface)
CODE Y (always boldface)
COL Y
COLGROUP Y
DD N
DEL Y
DEN Y (always boldface)
DIR N
COMPACT N
DIV Y
ALIGN Y
DL N
COMPACT N
DT N
EM Y (mapped to bold)
FIELDSET Y
FONT Y
COLOR Y
FACE N
SIZE N
FORM Y
ACTION Y
METHOD Y
ENCTYPE Y
NAME N
ONRESET N
ONSUBMIT Y
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Element
FRAME
FRAMESET
H1-Heé

HEAD
HR

HTML

IFRAME
IMG

INPUT TYPE=button

INPUT TYPE=checkbox

Attribute

ALIGN

ALIGN
NOSHADE
SIZE (1-5)
WIDTH

ALIGN
ALIGN
ALT
BORDER
HEIGHT
HSPACE
ISMAP
NAME
SRC
USEMAP
VSPACE
WIDTH

NAME
VALUE

CHECKED
NAME
VALUE

Supported (Y/N)

(mapped to italic)
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Element
INPUT TYPE=file
INPUT TYPE=hidden

INPUT TYPE=image

INPUT
TYPE=password

INPUT TYPE=radio

INPUT TYPE=reset

INPUT TYPE=scribble

INPUT TYPE=submit

180

Attribute Supported (Y/N)

N

Y
NAME Y
VALUE Y

(mapped to submit)
ALIGN
ALIGN
ALT
NAME
SRC

MAXLENGTH
NAME

SIZE

VALUE

CHECKED
NAME
SIZE
VALUE

NAME
VALUE

NAME
SIZE
VALUE

NAME
VALUE
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Element

INPUT TYPE=text

INS
ISINDEX
KBD
LABEL
LEGEND
LI

LINK
MAP
MENU

META

NOFRAMES
NOSCRIPT
OBJECT

OL

OPTGROUP
OPTION

Attribute

MAXLENGTH

NAME
SIZE
VALUE

TYPE
VALUE

COMPACT

CONTENT
HTTP-EQUIV
NAME

COMPACT
START
TYPE

SELECTED
VALUE

Supported (Y/N)

(always boldface)
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Element Attribute Supported (Y/N)
P Y
ALIGN Y
PARM N
PRE Y
WIDTH N
Q Y
S Y
SAMP Y (always boldface)
SCRIPT Y
LANGUAGE N (Javascript only)
SRC Y
TYPE N
SELECT Y
MULTIPLE Y
NAME Y
SIZE Y
SMALL N
SPAN Y
STRIKE N
STRONG Y
STYLE N
SUB N
SUP N
TABLE Y
ALIGN N
BGCOLOR N
BORDER Y (including support for

variable border width)
BORDERCOLOR N
CELLPADDING N
CELLSPACING N
WIDTH Y
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Element
TBODY
TD

TEXTAREA

TFOOT
TH

THEAD
TITLE
TR

TT

Attribute

ALIGN
BGCOLOR
COLSPAN
HEIGHT
NOWRAP
ROWSPAN
VALIGN
WIDTH

COLS
NAME
ROWS

ALIGN
COLSPAN
HEIGHT
NOWRAP
ROWSPAN
VALIGN
WIDTH

ALIGN
BGCOLOR
VALIGN

Supported (Y/N)

ZZRRLLZRZZZZRRRL LR ZZZZ LR
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Element Attribute Supported (Y/N)
U Y
UL Y
COMPACT N
TYPE N
VAR Y (always boldface)
HTML Color Support

GoodAccess Server has an HTML preprocessor that converts HTML
color-specifying elements and/or attributes into other HTML tags
and/or attributes. This “tidied” HTML is then converted into a Good
Document Object Model (GDOM) object and is sent to the handheld
as serialized GBDOM.

Color values may be named or may be represented in standard
HTML RGB format: xRrGgBb is the color with red=0xRr, green=0xGg,
blue=0xBb. The supported named colors are:

black silver gray white maroon red purple fuchsia green lime olive yellow
navy blue teal aqua

The following table shows the currently supported color-specifying
HTML elements and attributes and how they are encoded as a
GBDOM element. In each case, the color is a supported name or hex
value:

HTML GDOM encoding
<font color="color"> <span color=value>
<div style="color: color"> <div color=value>

<div style="background-color: color”> <div background-color=value>
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Unsupported HTML

The current server does not encode the following HTML elements:

HTML

<body text="color">
<body link="color">
<body bgcolor="color">
<body vlink="color">
<body alink="color">
<table bgcolor="color">
<tr bgcolor="color">
<td bgcolor="color">

Image support

Currently the handheld requests images by specifying the image
URL and passing an Accept header that includes one or more image
MIME types. The following graphics formats are discussed:

Acronym Description Type

GIF Graphics Interchange Format vector
JPEG Joint Photographic Experts Group raster
PNG Portable Network Graphics vector
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The server converts from the source MIME type to the accepted
MIME type using the Java Advanced Imaging (JAI) library. This
library provides the ability to read /write various graphics formats
and apply transformations. The following transformations are
performed.

Image Transformations

Source MIME Type Destination MIME Type

BMP JPEG
GIF JPEG
JPEG null

PNG JPEG

Important: GoodAccess on the handheld cannot open a image file
directly. The image must be included in an HTML image tag to
render. For example:

<img>photo.bmp</img>
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Unsupported WML Features

With minor exceptions, GoodAccess handhelds support Wireless
Markup Language Specification Version 1.3. The following table lists
features of WML 1.3 that are either unsupported or (as allowed by
the specification) unimplemented.

Element Attribute

a title

anchor title

card ordered

do optional
fieldset

go accept-charset

Unsupported/
Unimplemented Comment

Unimplemented
Unimplemented
Unimplemented Always treated as true.
Unimplemented Always treated as false.

Unimplemented Handheld ignores the
fieldset element but
displays all fields
specified under fieldset.

Unsupported If the origin server sends a
WML deck containing go
accept-charset, the
handheld ignores it and
sends back the list of
character sets it supports:

UTE-8
Latin 1 (ISO-8859-1)
US ASCII
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Element
img

input

meta

188

Attribute

height

width
vspace="percent”

hspace="percent”

localsrc

tabindex
title=
name

forua

scheme

Unsupported/
Unimplemented

Unimplemented
Unimplemented
Unimplemented

Unimplemented

Unsupported

Unimplemented
Unimplemented
Unimplemented

Unimplemented

Unimplemented

Comment

If you enter vspace as a
percentage, the handheld
ignores it. If you enter
vspace as a number of
pixels, the

handheld considers it but
can not always follow it in
displaying the image.

If you enter hspace as a
percentage, the handheld
ignores it. If you enter
hspace as a number of
pixels, the

handheld considers it but
can not always follow it in
displaying the image.

The handheld always uses
the URI specified in the
img src attribute.

When present, this meta
element is ignored.
Always treated as if
forua="true”.

When present, this meta
element is ignored.
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Unsupported/

Element Attribute Unimplemented Comment

optgroup Unimplemented The handheld ignores the
optgroup element but
displays all options
specified under optgroup.

P mode Unimplemented Paragraph text always
wraps, regardless of mode.

select tabindex Unimplemented

small Unsupported Appears as plain text in

default size.
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Support for JavaScript

The table below lists JavaScript properties and functions that are
supported by GoodAccess on the handheld.

Notation

Y Supported. Can be used in scripts.

I Ignored. Scripts containing this will run, but the property or function
return the empty string.

N  Not supported. Scripts containing this will not run beyond the point
where this is used.

* Support is built in to Nombas’ ScriptEase library. Assumes full
support for the ECMA Standard 262.

+ Disabled in the Nombas ScriptEase library for PDA devices like the
Palm.

**  Not possible due to hardware constraints.

a IE version string is “4.0 (compatible; MSIE 5.5; Windows NT 5.0;
T312461)”

b Device type is currently one of: “PalmOS,” “PocketPC,” “Desktop,” or
“Unknown.”

JavaScript Support

Support

Item (Y/N) Notes

Array Y*

Boolean Y*

Date N+

Function Y*

Math Y*+ Partial: no float.

Number Y*

Object Y*

String Y*

RegExp N+
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JavaScript Support
Support

Item (Y/N) Notes

Object events

onAbort N Very rarely used.

onBlur N

onClick Y Button, Image,
Checkboxes, Radio
Buttons.

onDblClick N

onChange Y Drop Down, Select,
TextArea, Edit,
Radio Button,
Checkbox
(complete).

onDragDrop N** Very rarely used.

onError N

onFocus N

onKeyDown N

onKeyPress N

onKeyUp N

onLoad Y In HTML <body>.

onMouseDown N**

onMouseMove N**

onMouseOut N**

onMouseOver N**

onMouseUp N**

onMove N**

onReset N

onResize N**

onSelect N
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JavaScript Support
Support

Item (Y/N) Notes

onSubmit Y Terminates a form
submission if the
handler explicitly
returned false. If a
return value was not
specified, submission
is allowed.

onUnload N

Dialogs

alert Y

prompt Y Blocking dialog that
returns a string.

confirm Y Blocking dialog that
returns a boolean
value.

Document object

document.alinkColor N**

document.anchors N

document.applets N

document.bgColor N**

document.cookie N

document.domain N?

document.embeds N

document.fgColor N**

document.bgColor Y

document.forms] Y

document.forms[].length Y Number of forms in
doc.

document.{form_name} Y References form by
its name.

document.{form}.action Y security: mailto: &

news: not allowed.
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JavaScript Support
Support
Item (Y/N) Notes
document.{form}.elements][] Y
document.{form}.elements[].length Y
document.{form}.{element}.checked Y Checkbox & Radio
Button
document.{form}.{element}.defaultChecked I Checkbox & Radio
Button
document.{form}.{element}.defaultValue I Text & Password
document.{form}.{element}.defaultSelected I Option
document.{form}.{element}.form Y References parent
form
document.{form}.{element}.length Y Select List or Drop
Down
document.{form}.{element}.name Y
document.{form}.{element}.options][] Y* Read-only access.
document.{form}.{element]}.selectedIndex Y Select List
document.{form}.{element}.type I
document.{form}.{element}.value Y Includes support for

all relevant elements.
This includes
support for Drop
Downs and Selects
(both single and
multi-select).

document.{form}.encoding

}
document.{form}.method
document.{form}.name

}

document.{form}.target

< Z == Z

document.{form}.{elmt_name}[] (i.e. Accesses the ith

document.myform.categoryl[i]) element having the
specified name (for
example, category).
Used for Checkboxes
and Radio Buttons.
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JavaScript Support

Support
Item (Y/N) Notes
document.images[].border
document.images[].complete
document.images[].height
document.images[].hspace
document.images[].lowsrc

document.images[].name

-prototype

.S1C

document.images[
document.images[

T [g_— (O ] (O -

document.images[].vspace
document.images[].width
document.lastModified

document.layers

X

document.linkColor &

document.links[].hash
document.links[].host
document.links[].hosthame
document.links[].href
document.links[].pathname
document.links[].port
document.links[].protocol
document.links[].search
document.links[].target
document.links[].text
document.plugins
document.referrer
document.title
document.URL
document.vLinkColor
document.captureEvents()
document.close()

22272 <RZZZZZZZZZZZZZZZZZZZZZZZZZ

document.{form}.{element}.blur()
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JavaScript Support

Support
Item (Y/N) Notes
document.{form}.{element]}.click()
document.{form

document.{form}.{element}.handleEvent()

{ 3.4

{ }.{element}.focus()

{form}.{
document.{form}.{element}.select()
document.{form}.handleEvent()
document.{form}.reset()
document.{form}.submit()
document.getSelection()
document.handleEvent()
document.images[].handleEvent()
document.links[].handleEvent()
document.open()
document.releaseEvent()
document.routeEvent()

document.write()

Z 22722272 ZZZ<<XZZzZz<XZ

document.writeln()

Browser related objects
navigator.appCodeName

=

Returns
“GoodAccess”

Returns
“GoodAccess”

Returns IE version.?

=

navigator.appName

navigator.appVersion

navigator.language Returns “en”
navigator.mimeTypes

navigator.platform Returns device type.?

navigator.plugins
navigator.userAgent
navigator.javaEnabled () Returns false.
navigator.plugins.refresh()
navigator.preference() Disabled for security.

Returns false.

K Z R <Z Rz =

navigator.taintEnabled()
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JavaScript Support
Support
Item (Y/N) Notes
“this” object
Forms Y
Elements Y

Window object

DnEvents N? IE only
DnEvents.which=13

self Y

top Y Defaults to main
window.

window.closed Y?

window.defaultStatus I Disabled for security.

window.document Y

window.frames Y- Mapped to ‘self’

window history N History properties
disabled for security.

window.innerHeight
window.innerWidth
window .length

[String] window.location (accessing
window.location as a String)

window.location.hash

[ G

window.location.host
window.location.hostname
window .location.href
window .location.pathname
window .location.port
window .location.protocol
window.location.search
window.locationbar

S e

window.menubar

B

window.name Read only
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JavaScript Support

Support
Item (Y/N) Notes
window.opener N

window.outerHeight
window.outerWidth
window.pageXOffset
window.pageYOffset
window.parent
window.personalbar
window.scrollbars
window.status
window.statusbar
window.toolbar
window.window
self.open()

top.open()

window.alert()
window.back()
window.blur()
window.captureEvents()
window.clearInterval()
window.clearTimeout()
window.close()
window.confirm()
window.disableExternalCapture()
window.enableExternalCapture()
window.find()

window .focus()

window .forward()
window.handleEvent()
window history.back()
window history.forward()
window history.go()

Disabled for security

Current window

<

Only for numerics.
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JavaScript Support

Support
Item (Y/N) Notes

window.home()

window location.reload()
window .location.replace()
window.moveBy()
window.moveTo()

Z o R

window.open() Currently not

implemented.
window.print()
window.prompt()
window.releaseEvents()
window.resizeBy()
window.resizeTo()
window.routeEvent()
window.scroll()
window.scrollBy()
window.scrollTo()

window .setInterval() Repeating timer.

R = o o

window.setTimeout() Timer expiration set

to specified value.

—

window.stop()
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Using GoodInfo1.0 System Variables

For backward compatibility with GoodInfo 1.0, the following system
variables let you submit hidden values from an application to
GoodAccess Server. The system variables, which contain information
unique to each handheld, are:

e gi_emailaddress—Contains the email address of the handheld’s
user. You can use this variable to submit the user's email address,
so the user does not need to enter it in a separate text field.

For example, you can use the gi_emailaddress variable in an
application that allows users to add their address to an email
distribution list. The application might contain a menu of
distribution lists and a submit button with the label “Add My
Name.” After the user chooses a list from the menu and then
clicks the “Add My Name” button, the application submits the
value of the gi_emailaddress variable. (The value might be
submitted to a CGI script on the server that manages the
distribution lists.)

e gi_esn—Contains the handheld’s serial number. You can use this
variable to submit the handheld’s serial number. For example,
you can use this variable to retrieve data on a server based on a
handheld's serial number.

e The following variables contain the handheld’s current time, date,
and GMT offset:
gi_date_month (numeric value between 1 and 12)
gi_date_day (numeric value between 1 and 31)
gi_date_year (numeric value starting at 1999) (Set to current year
by default.)
gi_time_hour (numeric value between 0 and 23) (24-hour clock)
gi_time_min (numeric value between 0 and 59)
gi_time_sec (numeric value between 0 and 59)
Qi_time_gmtoffset (numeric value representing the number of
hours off of GMT) (Can be positive or negative. If negative, the
minus-sign "-" is not URL-encoded per RFC1738. The same applies
to the "." if the value is a fraction.)
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For any type of GoodAccess Application, you can use the system
variables in an INPUT element with the “hidden” value for the Type
attribute. Specify the system variable you want to use in the
$(var_name) syntax for the Value attribute. For example:

<input type="hidden"” name="email” value="%(gi_emailaddress)” />
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